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1 NetAdmin Presentation  

1.1 Introduction 
  
NetAdmin is a software allowing you to perform the deployment and the 
configuration of applications in a centralized manner. It allows to deploy 
and configure the whole set of the Calyx Suite products.  
NetAdmin is made up of 3 distinct elements: 

·  An administration console: this software allows the administrator to 
set up his deployment and configuration policy from the workstation 
on which the console is installed. It is installed by default on the 
server but might also be installed on another workstation on the 
network. 

·  A server: its task is to store the installation programs of the 
products which are likely to be deployed but also to store the 
administrator defined configuration sent to the workstations of the 
network as well as the reports and logs generated by the stations 
and consulted by the administrator. 

·  An agent: installed on each workstation to administrate, it is 
responsible of the communication with the NetAdmin server and 
the application of the installation policies and the administrator’s 
configuration for that workstation. 

 
The mechanism of agent – server communication developed for NetAdmin 
allows you to get rid of the rights constraints linked to the domain and so, to 
manage a multi-domain network through the same NetAdmin server. 
The possibility to install the administration console apart from the NetAdmin 
server lets you share the network management between different users. 
Once the server and a console are installed, you have the possibility to 
configure the agent’s installation and the different Calyx Suite products but 
also to define its policies. 
After the agent installation, the administration console allows to display the 
different products of Calyx Suite already installed on the workstation, to 
update it and apply the policies defined by the administrator through the 
administration console. 
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1.2 System Description 
  

1.2.1 The NetAdmin Server 
The server is made up of two elements: a web server and a database. 
These two elements can be installed on a unique server or installed on two 
servers. 

·  Database: the database is used for the storage of the policies 
defined by the administrator, some system and configuration 
information brought back by the agents, the log files and the 
reports. That Database can be either a SQL Server 2000 (not 
provided with NetAdmin) or an MSDE database (provided with 
NetAdmin); 

·  Web Server: the Web server is a proprietary server and it is the 
communication interface between the agents and the database. 
When the agent contacts the server, it handles the received 
requests so as to forward the included information to the database 
and then send the information obtained from the database to them. 

 

1.2.2 The NetAdmin Agent 
The agent is a service executed under the system account that allows 
performing the administrator’s defined operations through the 
administration console. It is in charge of the installation, the update and the 
remove of the Calyx Suite’s products, but also of the configuration and the 
collection of information concerning the workstation and the Calyx software 
installed on it. 
 

1.2.3 Communication Principles 
Two communication methods are defined in NetAdmin: 

·  Agent – Server NetAdmin communication: The communication 
between agents and server uses the http protocol in a periodical 
manner. The agents wake up periodically and contact the server on 
a port defined during the installation of NetAdmin. However, it 
might be necessary in certain situations to wake up the agent 
without waiting the end of its reconnection delay: for that, each 
agent is listening on a port defined through the NetAdmin console. 
The administration console uses that port to contact the agent and 
forces it to wake up. 
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·  Console – Server NetAdmin communication: the communication 
between an administration console and the NetAdmin server is 
performed through an ODBC link. 

 

1.2.4 Security of communications 
NetAdmin uses an encryption mechanism of the communications between 
agent and server. This mechanism is based on an exchange of session 
encryption keys.  
Communications between agent and server are encrypted with Blowfish 
128 bits by using session keys generated at the beginning of each session. 
During each connection’s initialization, agent and server generate and 
exchange this session key through an encrypted RSA 1024 bits 
connection. 
Generation of the server’s public and private keys is carried out during the 
server installation. 
Transmission of the public key from the server to the agent is carried out 
during the agent installation only. 
The generation of the agent’s public and private keys as well as the 
transmission of the public key from the agent to the server is carried out 
during the agent installation. 
 

1.3 New features 
 

·  Backup of the data stored in the badges 
NetAdmin takes in charge through the Agent – Server communication the 
synchronized backup to the data stored in the user badges. Activated per 
station or stations group, this feature allows at each modification of the data 
stored in the badge to realize a backup of them in the NetAdmin server. 
In case of lost or renewed badge, the NetAdmin administrator will restore 
the saved data in the new badge affected to the user. 

·  LDAP synchronisation of the tree structure 

The LDAP request of NetAdmin allows to synchronize the list of users 
existing in directories or part of directories but also the groups and the tree 
structure of the directories. 
The LDAP synchronisation type allows the NetAdmin administrator to 
automatically obtain the user tree structure corresponding to that defined in 
the company directory.  
The synchronization of the tree structure allows also keeping coherence 
after modifications of the company directories. 
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·  Optimisation of NetAdmin agent wake up 

o A random delay has been added to the agent wakeup 
when connection activation is detected. During a VPN 
connection, it is established after the connection activation. 
An immediate wakeup after detection of the connection 
doesn’t allow contacting the server. The wakeup random 
delay allows to be sure that the Agent – Server 
communication is realized after the activation of the VPN. 

o During the agent wakeup from the NetAdmin console, the 
administrator can define a delay during which each 
selected station will be waked-up remotely. This feature 
allows realizing a wakeup by group of stations without 
taking risk to synchronize NetAdmin agents and to create a 
peak of activities on the server and on the network. 

·  Optimisation of the access to the error reports 

The NetAdmin console integrates a synthetic interface showing the whole 
reports that include error message. All reports generated by stations are 
always available station per station but this new interface allows having a 
global vision of the read and non read error reports. 
A notification system announces to the administrator the generation of the 
new report. 

·  Alerts mechanism 

An alert mechanism allows sending messages to the administrators in case 
of events opposite to the defined security strategies. This alert mechanism 
allows also: 

·  Announcing every Calyx software uninstallation realized through 
the “Add / Remove Program” interface of the workstations. 

·  Sending SMTP message (mail). 

·  Sending SNMP message. 

·  Receiving SNMP messages in the internal trap of the NetAdmin 
console. 
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2 NetAdmin Installation  

2.1 Introduction 
The NetAdmin installation program allows to install the web server, the 
administration console and to set up the database. It is really important to 
prepare the installation correctly, the choices made during that step being 
predominant for the product operation. Consequently, read carefully this 
chapter before performing any installation. Firstly, it will be necessary to 
define the database location and the TCP/IP ports used by the server 
which are the center of NetAdmin system and then proceed to the 
installation itself.  

2.2 Requirements 
The NetAdmin server should rather be installed on a server that is member 
of a Windows NT, 2000 or 2003 domain. The use of a member server is 
recommended since the installation on domain controller risks to have a 
negative impact on the performance of NetAdmin and on the controller 
itself. 

2.2.1 Console / Server required configuration 
The administration console and the NetAdmin server need the following 
resources: 

·  An Intel Pentium processor operating at 500 MHz at least. 
·  At least 200 Mo of disk space knowing that the size of the database 

evolves on the number of managed workstations and users. 
·  From 256 Mo up to 512 Mo of RAM depending on the database 

size. 
·  A network card supporting the TCP/IP protocol and a fix IP 

address. 
·  Windows NT4 with at least Service Pack 6 or Windows 2000 

Service Pack 2. However some server operating systems are 
recommended. 

 
Besides, before the installation of NetAdmin server you have to choose 
which database environment you wish to use: 

·  Microsoft Desktop Engine 2.0 (MSDE). 
·  Microsoft SQL Server 2000. 
·  Oracle 8.1.7 or Oracle 9.2. 
·  Microsoft Data Access Component 2.7 for stations where the 

console will be installed lonely. 
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2.2.2 Agent required configuration 
The NetAdmin agent requires at least the following resources: 

·  1 Mo of disk space on the client workstation. 
·  An extra disk space for the installation of the software to deploy. 

For more information see the manual of each software you wish to 
deploy through NetAdmin. 

·   32 Mo of RAM. 
·  The agent can be installed on one of the following operating 

systems: Windows 95, Windows 98, Windows NT4 Service Pack 3 
or higher, Windows 2000 Service Pack 1 or higher, and Windows 
XP. 

·  Internet Explorer version 4 or higher. 
·  Since Windows XP Service Pack 2, it is necessary to configure the 

XP firewall in order to allow the communication between the agent 
and the server. 

2.3 Database definition 
The database required to NetAdmin operation can be either Microsoft Data 
Engine 2.0 (MSDE) or Microsoft SQL Server 2000.  However, it is possible 
for you to start the installation with MSDE and then to migrate toward 
Microsoft SQL Server, just installing it on the server where MSDE is 
installed. 

2.3.1 Microsoft Data Engine (MSDE) 
Microsoft Data Engine (MSDE) provided with the NetAdmin software.  

·  It allows the use of a database up to 2 Go. 
·  It offers 5 simultaneous connections to the database. Thus the 

number of consoles connected at the same time to the database is 
4. 

2.3.2 Microsoft SQL Server 2000 
Microsoft SQL Server is not provided with the NetAdmin Software. You 
have to get it separately. 

·  It allows an unlimited storage capacity. 
·  The number of simultaneous connections is unlimited. 
·  Several administration tools are provided as a standard. 
·  The NetAdmin database can be added in an existing Database 

Management System. 
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2.3.3 Oracle 8.1.7 or 9.2 
Oracle is not provided with the NetAdmin Software. You have to get it 
separately. 

·  It allows an unlimited storage capacity. 
·  The number of simultaneous connections is unlimited. 
·  Several administration tools are provided as a standard. 
·  The NetAdmin database can be added in an existing Database 

Management System. 

2.4 Installation / Update 
The installation of NetAdmin requires the following steps: 

·  Check of the requirement at chapter 2.2 Requirements. 
·  Installation of the database software, if necessary. 
·  Installation or update of NetAdmin. 

2.4.1 MSDE Installation  
You must install the MSDE software before the initial installation of 
NetAdmin: use the version available on Calyx CD and follow these steps: 

·  Unzip the MSDE_EN.zip file. 
·  Launch the setup.exe file located in the MSDE folder that you have 

unzipped. 

 
 

·  Define the installation directory of MSDE. 
·  Define the authentication mode. If you select SQL Server 

authentication , you need to define the password of the sa 
account. If you select Windows NT authentication , the sa 
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password is defined to password  for further use. It is 
recommended to select the SQL Server authentication . 

2.4.2 Network protocol activation for MSDE 
You need to define the network protocol used to access to the database.  

·  In Program Files\Microsoft SQL Server\ 80\Tools\Binn, launch 
SVRNETCN.exe. 

 
·  Select TCP/IP on the left box. 
·  Click on Enable. TCP/IP protocol move from the left box to the 

right. 
·  Click on OK to validate. 
·  Restart the server. 

2.4.3 Microsoft SQL Server Installation 
 For the installation of Microsoft SQL Server 2000, see the information 
provided in its manual. 

2.4.4 Oracle Installation 
 For the installation of Microsoft SQL Server 2000, see the information 
provided in its manual. 
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2.4.5 Required configuration for Microsoft SQL Serv er 
Before installing NetAdmin, it is necessary to create the instance and the 
database used by the server and the NetAdmin console. 
 

·  Creation of the instance “InstCalyx” 
It is necessary to create an instance named “InstCalyx” in the databases 
manager of your SQL Server. For more information concerning creation of 
a SQL Server instance, see Microsoft SQL Server documentation. 

·  Creation of the database “calyxdb” 
In the instance “InstCalyx” of your databases manager, you must create a 
database called “calyxdb”. Creation of this database can be made through 
the Enterprise Manager software of Microsoft SQL Server. For more 
information about how to create a database, see Microsoft SQL Server 
documentation. 

2.4.6 Required configuration for Oracle 
Before installation NetAdmin, it is necessary to create the database used 
by the NetAdmin server and console and the account used to access with 
full rights on this database. 
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2.4.7 Installation of the NetAdmin server and conso le 
For the NetAdmin server installation, you must have rights of administration 
on the server and the database. 

·  Connect on the machine where will be installed the NetAdmin 
server. 

·  Run the NetAdmin installation program since the Calyx Suite CD. 
·  Select the installation language of the server and the console. 
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·  The InstallShield Wizard window appears. Click “Next”. 
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·  Carefully read the OïkiaLog license agreement as well as 
installation warnings. If you accept the terms, click “Next” to 
continue the installation. 
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·  Fill in the license number and the key provided by OïkiaLog during 
the products acquisition. 
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·  Selection of the server and/or the administration console 
installation folder. 

 

 
 
The default installation folder suggested is “C:\Program Files\Calyx 
Suite\NetAdmin”. You can either keep this or define new while clicking 
on “Browse”. Click “Next” to continue the installation. 
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·  Selection of the NetAdmin components to be installed. This panel 
allows you to define if you wish to install the NetAdmin server, the 
NetAdmin console or both. 
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·  Selection of the database type. You must determine whether the 
indicated database is a MSDE database or a Microsoft SQL Server 
database. 

 

 
 
If you selected a Microsoft SQL Server database, you must have 
previously created the instance “InstCalyx” and the database “calyxdb”. 
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·  Definition of the connection account to the remote SQL database.  
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·  If you use a MSDE database, the installation program will create 
the “calyxdb” database. Click “Next” to create the database. 
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·  Summary of the selected installation parameters. Click “Next” to 
continue. 
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·  Definition of the ODBC Source used by the console to contact the 
database. 
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For an optimal use of the NetAdmin console, it is advised not to modify 
the preset parameter settings. However if the NetAdmin console is 
installed on a computer connected in a different sub-network than the 
database server, it is necessary to explicitly define the ODBC 
connection port on the server (by default 2357). 
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·  Definition of the ODBC source used by the console to save the 

database. The configuration of the second ODBC source is the 
same than the first one. For more details, see the previous section. 

 
·  Starting of the NetAdmin server and/or the NetAdmin console 

installation. 
 

 
 

·  During the installation, the NetAdmin database creation in the SQL 
server will involve the deletion of an existing NetAdmin database. 
Click “Yes” to validate the deletion of an old database. 
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·  The wizard of creation of databases appears. Click “Next” to start 
the creation of the NetAdmin database. 
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·  The database creation is in progress. Click “Next” when the 
installation is completed. 
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·  Diagnosis of the database state: this panel provides you 
information concerning the NetAdmin database state. It enables 
you to post the detailed installation report by clicking on “Show 
report”. 

 

 
 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
33/167 

·  The Web server configuration: this step makes it possible to define 
the initial parameters of the NetAdmin server. During this step the 
public and private keys of the NetAdmin server are generated. 
They are used to secure the communications with the agents. 

 

 
 
Click “Next” to follow the installation. 
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·  Configuration of the NetAdmin server IP address as well as 
communication ports used. 

 

 
 

Server address: NetAdmin server IP address which will be used 
by the agents to contact it. 
Standard Port:  Port number used for connections with agents not 
supporting communications in PKI mode. 
Secured Port (PKI): Port number used for connections with agents 
supporting communications in PKI mode (requires an Internet 
Explorer version supporting an encryption level of 128 bits). 
Lock non-PKI ports:  Enables to limit connections only in PKI 
mode. 
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·  Management of the connections between agent and server 
 

 
 

Persistence delay:  Defines the maximal duration of a connection 
between agent and server. 
Simultaneous connection’s number: maximum number of 
simultaneous agent communications to the NetAdmin server. 
Automatic record of the stations:  allows adding automatically in 
the database a NetAdmin agent which communicates for the first 
time with the server. 
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·  Definition of the NetAdmin server http settings 
 

 
 
Publication’s folder:  basic directory of the Web site of the 
NetAdmin server. 
Default index:  name of the default page of the Web site of the 
NetAdmin server. 
Communication folder:  path on the NetAdmin server of the 
repertory containing the installation programs of the NetAdmin 
agent and Calyx Suite. 

 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
37/167 

·  Remote access to the installation programs. This access can be 
carried out either in http or through a network sharing. 
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·  Setting of the logs’ generation for the NetAdmin server. 
 

 
 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
40/167 

·  End of the NetAdmin server configuration. 
 

 
 
If the license you have is not an evaluation license, it is necessary that you 
activate it in the 30 days which follow the installation. Until you have not 
activated your software, the NetAdmin server can manage only 10 
computers. For more information concerning the license activation, see 
chapter “2.5 License activation”. 
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2.5 License activation 

2.5.1 General 
The activation of your license is a necessary operation to realize in order to 
make it possible your NetAdmin server to durably function. As from the 
date of the NetAdmin server installation, you have 30 days to activate your 
license. Beyond this time, the NetAdmin product installed will stop to work 
until the activation of your license. 
 
This license activation is carried out through the License activation wizard 
available in Start menu, Programs, NetAdmin. This wizard allows you to 
carry out this activation on line, or manually by fax or through our Web site 
http://www.calyxsuite.com, heading “Activate your license”. 
 
In the case of NetAdmin use, only the server requires to be activated. The 
license activation of the products on the workstations will then be dealt with 
by the NetAdmin server. 
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2.5.2 Online activation 
If the workstation whose license is to be activated is connected to Internet, 
it is possible to carry out this activation on line. 
 
·  In Start menu, Programs, NetAdmin, select “License Activation ”. 
·  In the “Activation mode ” part, select “Automatic ”. 
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·  Click “Next” to carry out the license activation. 
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·  Click “Next” to validate the operation or “Back” to select another type of 
activation. 
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2.5.3 Manual license activation 
This method of license activation makes it possible to deal with 
workstations which connection to Internet is impossible. 
 
·  In Start menu, Programs, NetAdmin, select "License Activation ”. 
·  In the "Activation mode ” part, select “Manual ”. 
 

 
 
·  Note the whole information provided in heading "License Information ” 

and transmit them to us by fax to the +33 (0)1 47 38 28 22 or through 
our Web site http://www.calyxsuite.com, heading "Activate your 
license". In return, we will send you a registration number which will 
allow you to activate your license. 
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·  Click “Next” to enter your registration number. 
 

 
 

·  Click “Next” to validate. 
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2.6 Management of multiple token 
technologies 

2.6.1 Overview 
The NetAdmin console allows managing for the whole stations or users the 
different token technologies. In the same NetAdmin console, it is possible 
to manage all the types of smartcards, one type of PKCS#11 smartcard or 
USB token, one type of biometric reader and the standard USB key. 
 
However, the management of these technologies of token can only be 
made if a Calyx Suite is installed on the station where the Calyx Suite is 
installed. 
 
It is necessary to install on the station where we can find the NetAdmin 
console the drivers for the different used hardware. This installation can be 
realized with the “Install reader software” available on the Calyx CD or on 
our ftp ftp://ftp.calyxsuite.com. 

2.6.2 Drivers installation 
 

·  Execute the setup.exe file located in the directory of the “Install 
reader” software. 
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·  Select the language installation of Install reader and click on OK. 
 

 
 

·  Press “Next” to continue. 
 

 
 

·  Select the types of readers and tokens that you want to install. 
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·  Press “Finish” to achieve the installation. 
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3 NetAdmin Console 

3.1 Generalities 
  
The NetAdmin console is the unique interface allowing a remote 
configuration of both the agents and the NetAdmin server. That console 
ensures the configuration and the deployment of the Calyx products on the 
network, laying on a management per station and station groups. 
The administration console is directly connected to the SQL Database 
through the ODBC links defined during the NetAdmin installation.  That 
administration console can be installed on a different machine from those 
that host the database or the server. For more information, concerning the 
installation of a remote console, see the chapter NetAdmin Installation. 
 

3.2 Console’s start 
To open the NetAdmin console, click on the Start Menu, and select 
NetAdmin Console in the program menu. 
 

3.2.1 First start of the console 
At the first opening of the NetAdmin console, the following window appears: 

 
 
The default password to type in is “password”. We recommend you to 
change the password as well as the authentication method like with a 
badge or a fingerprint of the console administrator. For more information on 
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the modification of the authentication mechanism, see the chapter   console 
authentication mechanism. 
After you entered the administrator password, the NetAdmin console 
requires you to enter a domain administration account. This account will be 
used in the console for all the functionalities requiring an administration 
account.  

 
 

That information can be modified later either for a particular functionality or 
for the whole set of the console’s functionalities. 

3.2.2 Token Identification  
If the administrator has restricted the opening of the NetAdmin console to 
the console administrator token, the following messages might show up:  
 

 
 
In case of a biometric authentication. 
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In case of a token authentication. 
 
However, the administrator can always be authenticated by password. For 
more details on the authentication methods configuration, see the chapter 
Console authentication method. 
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3.3 Console general organisation 
  
The NetAdmin console falls into three main parts: 

·  A tool bar and a menu allowing accessing a certain number of tools 
and some server general parameters applied to the database and 
the console. For more details, see the chapter Tool bar and menu. 

·  A tree on the left hand side of the console’s screen. For more 
details, see the chapter Console’s tree. 

·  The right hand side of the console’s screen concerns the details of 
the parameters, configuration or logs related to the selected 
element of the tree. Depending on the selected element, that right 
part can be divided in two pans. For more details see the chapter 
Detailed configuration panel. 

 
The general console’s appearance evolves to allow the reflection of the 
state and/or the selected element‘s configuration in the left hand side tree.  

3.3.1 Tool bar and menu 
As soon as the console is open, the following menu bar appears:  
 

 
 
It is an independent application apart from the selected elements in the 
tree, from the console’s screen right hand side and presents some always 
on options designated for the administrator’s use while the console’s 
opening. 
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3.3.2 Console’s Tree 
The tree corresponds to the left part of the console.  That tree is made up 
of six main nodes:  
 

·  The node “Computer groups” : it contains the list of the 
administrated stations through the NetAdmin server. These stations 
are classified in a group sub tree allowing simplifying the 
management of the different possible configurations. By default, 
each group and station inherit its configuration from the parent’s 
group. 
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·  The Users  node allows the management of the Calyx Suite users. 
The management can be performed by group so as to simplify the 
restrictions management. A user belonging to the sub tree can be 
seen affecting from 1 to 5 badges (USB keys, smartcards and 
fingerprint) as well as a list of encryption keys. 
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·  The Network Neighbourhood  node permits to access the Network 
Neighbourhood and to see the connected computer on the network 
in each domain. The interest of the domain node is to integrate the 
visible computer name in the sub tree “Computer groups” with drag 
and drop. 

 

 
 

·  The SAM request  node allows performing some users 
importations on the base of the user names recorded in a local or 
remote SAM base. In the sub tree of the SAM request node, the list 
of the requesters appears the requestors list toward the different 
SAM bases. From each one of the requestors, it is possible to 
import the present users with drag and drop. 
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·  The LDAP request  node allows performing some users 

importations from those listed in a directory interfaced thanks to the 
Ldap protocol. In the sub tree of the Ldap request node appears 
the Ldap requesters list toward the different directories. An Ldap 
synchronization mechanism allows the administrator to 
automatically import all the users appearing in the defined 
directories but also to delete in the users sub tree, those who have 
been removed from the directories. 
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·  The encrypting key  node: the sub tree of this node contains the 
list of the encryption keys stored in the database and administrable 
with NetAdmin. From this node, it is possible to assign some 
encryption keys to a user or a user group simply by “drag and drop” 
on the users or the users group. 

 
·  The Application node: the sub-tree of this node contains the list of 

applications settings for which the authentication is managed by 
Calyx SSO. In this node, it is possible to import Calyx SSO 
configuration files, to realize the apprenticeship of the 
authentication window and web pages and to affect the settings to 
the stations or stations’ group. 

 
 
 
 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
59/167 

3.3.3 Detailed Configuration Panel 
The detailed configuration panel constitutes the right part of the screen and 
aims at presenting the configuration details matching the selected object in 
the tree. Thus, the data displayed in the panel will be different according to 
the sub tree in which the object is located. Sometimes, the right part of the 
screen is not used (as when an encryption key is selected) 
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3.4 Filling of ”Computer groups” 
  
The node ”Computer groups ” is the root of the tree that lets you manage 
the administrated computers from the NetAdmin Console. That tree can 
contain two types of objects: groups and stations. A group can contain 
workstations or groups but it can only belong to one and only one group. A 
workstation belongs to one and only one group. Besides the name of a 
workstation is unique in the tree set “Computer groups” but you can have 
two groups with the same names in two different parts of the tree. 

3.4.1 Add of a station group 
·  Select the group in which the new group will be created. 
·  In the selected contextual menu, click on the Group Option in the 

New Sub menu. 
 

 
 
Define the new group’s name which is “New Group” by default. The 
name of a sub group must be unique in its parent’s group. 
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3.4.2 Add a station 
·  Select the group in which the new station will be created. 
·  In the contextual menu of the selected group, click on the Station 

option in the sub menu New. 
 

 
 

·  Define the new station’s name which is “New Station” by default. 
The name of the new workstation must be unique in the tree 
“Computer groups”. 

3.4.3 Station importation from the NT Neighbourhood  
·  In the tree “Computer groups”, select in which you want the station 

to be imported. 
·  In the domain tree, select the domain or WorkGroup containing the 

computers to import. 
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·  In the detailed list (lower part of the detailed configuration panel), 
select the computers that you whish to import in the NetAdmin 
Console. 

·  Drag and drop the users in the desired stations group located in the 
main tree “Computer groups”.  

3.4.4 Stations displacement  
It is possible to move stations from one group to another within the tree 
“Computer groups”. To do so: 

·  Select the group in which you’d like a station to be assigned. 
·  Select the station to move. 
·  Drag and drop the station to move on the target group. 

3.4.5 Station system characheristics 
The Workstations System information is brought back by the NetAdmin 
Agent to the NetAdmin Server as soon as the installation is terminated. 
This information is updated each time the agent wakes up. 
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The system information collected is: 

·  NetAdmin agent listening port. 
·  Physical Memory available. 
·  Number and type of processors. 
·  List of the existing partitions, size and available disk space. 
·  List of the services either stopped or running. 
·  List of the devices either stopped or running. 
·  Internet Explorer version installed on the client. 
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3.4.6 Reports generated by the agents 
A certain number of reports can be generated by the NetAdmin agents on 
the client workstations and are sent to the server. Those reports are 
reachable through the NetAdmin Console. 
 
To access the reports generated by a station: 

·  In the tree “Computer groups”, select the station for which you want 
to see the reports. 

·  In the upper part of the configuration panel, select the Reports tab. 
 

 
 

·  Select the product installed on the workstation for which you want 
to see the reports. Then the list appears in the lower part of the 
detailed configuration panel. 

·  The report’s name indicates its date and time of creation. Before 
the name there is an icon. If that icon is yellow , the report 
indicates the successful performed operations. In the case of an 
error report, the icon is red. 

·  To edit the content of a report, double click on the chosen report in 
the lower part of the detailed configuration panel. 

·  To delete a report, select it in the lower part of the detailed 
configuration panel then click on Delete in the contextual menu. 
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3.4.7 Logs 
For each workstation, this tab makes available to view the generated logs 
for the different installed Calyx product. This view this logs, select the 
workstation, in the tree and select the log tab in the detailed configuration 
panel. 
 

 
 
Select the product and the type of logs that you want to view and define a 
search filter. A search filter depends on characteristics of different types of 
logs. It enables you in particular to limit your search to stamping of reduced 
dates. 
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3.5 Definition of the NetAdmin Agent’s script 
As NetAdmin agent stats, it is possible to execute a script on the client 
workstation. That script is a batch that can contain all the useful commands 
with that type of file. To obtain a detailed description of these commands, 
see the documentation of the Operating System. 

3.5.1 Creation of a script 
·  In the tree “Computer groups”, select a station or a group station. 
·  In the upper part of the detailed configuration panel, select the 

Script tab. 
·  If the station or the group station inherits its script from the parent 

group, break the inheritance of the script. The set of the scripts 
management buttons is then enabled. 

 

 
 

·  Click on New Script and define its name. The new script appears in 
the lower part of the detailed configuration panel. 
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·  Select the script and replace « no dates » by the command list to 
execute. 

·  Click on Save. 

3.5.2 Allocation of a script to a workstation or a group 
of workstations. 

·  In the tree “Computer groups”, select a workstation or a group of 
workstations. 

·  In the upper part of the detailed configuration panel, select the 
Script tab. 

·  If the workstation or the workstation group inherits its script from 
the parent group, break the inheritance of the script. The set of 
scripts management buttons is then enabled. 

 
·  In the lower part of the detailed configuration panel, select the 

script to allocate to a station or a group. 
·  Click on “Apply”. The assigned script is displayed with the icon . 

The non assigned scripts allocated to this group or that station is 
preceded with the icon . 

3.5.3 Scripts Importation / Exportation  
It is possible to export the scripts generated in the NetAdmin console but 
also to import the scripts defined out of the NetAdmin Server. The 
importation and exportation files must be in *.bat format. 
 
To perform these operations: 

·  In the “Computer groups”, select a station or a group of stations. 
·  In the upper part of the configuration panel, select the script tab. 
·  If the station or the stations group inherits its script from the parent 

group, break the inheritance of the script. The set management 
buttons is then enabled. 

·  Use the import or export buttons and define the name of the 
importation and exportation file. 

3.5.4 Script deletion 
·  In the tree “Computer groups”, select a station or a group of 

stations. 
·  In the upper part of the detailed configuration panel, select the 

Script tab. 
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·  In the lower part, select the script to delete and then click on Delete 
in the contextual menu. 

 
A script assigned to a station or a group of stations cannot be deleted. 

3.5.5 Rename a script 
·  In the tree “Computer groups”, select a station or a group of 

stations. 
·  In the upper part of the detailed configuration panel, select the 

Script Tab. 
·  In the lower part select the script to delete and then click on 

Rename in the contextual menu. 
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3.6 Users management 
The user node is the root of the tree allowing the centralised management 
of the Calyx Users from the NetAdmin Console. This tree can contain two 
types of objects: users and groups. A group contains users whose 
restrictions will be those of the group. The name of a user or a group is 
unique in the user tree set. In the group, you can define some sub groups. 

3.6.1 Add of a user group 
·  Put the mouse on the tree of the user root. 
·  In the contextual menu, click on the Group option in the New sub 

group. 
 

 
 

·  Define the group’s name which is « New Group » by default. The 
name of the group must be unique for the whole User tree. 
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3.6.2 Add of a user 
·  Put the mouse on the tree of the user root. 
·  In the contextual menu, click on the Group option in the New sub 

group. 

 
 

·  The new user is created in the selected user’s group. It is now 
necessary to allocate him at least a badge or a fingerprint. For 
more information, see chapter Users badge configuration. 

3.6.3 Importation from a SAM base 
The SAM bases contain information of defined users account at the level of 
a server or a workstation of Windows NT4, Windows 2000 or Windows XP 
type. The NetAdmin console allows you to define some Calyx users using 
this information. To success you must define one or several requesters 
pointing towards local or remote databases. 
 
Definition of a SAM base requester:  

·  Put the mouse on the tree of the user root. 
·  In the contextual menu, click on the Server option in the New sub 

group. 
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·  Define the requester name. It has to be named the computer’s 
name from which you wish to interrogate the SAM database. 

 

 
 

User’s importation requester from a Sam Base: 
·  Select a requester previously defined in the SAM request tree. The 

list present in the SAM base appears in the lower part of the 
detailed configuration panel. 

·  In the detailed configuration panel, select the users that you wish to 
import. 

·  Drag and drop the selected users in one of the groups on the root 
of the user tree. 

3.6.4 Synchronised importation from a directory 
The Ldap directory servers contain the data concerning the members of a 
company. If your company has set up such a server, you can import these 
data in order to create some new Calyx Suite users. 
  
To perform that importation, you firstly have to define one or several 
requesters pointing towards the different directories of the company. 
 
Definition of an LDAP requester: 

·  Put the mouse on the tree of the user root. 
·  In the contextual menu, click on the LDAP server option in the New 

sub group. 
·  Define the name of the requester. It has to be unique for the whole 

set of the LDAP request sub tree. 
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·  Select the defined Ldap requester. In the upper part of the detailed 
configuration panel, appears the configuration tool of the Ldap 
requester. 

 

 
 
Server name: name or IP address of the LDAP directory. 
Base entry: access path to the data in the LDAP directory.  
Account Name and password: this account is used to access the directory 
and the data that it contains. It is recommended to use a user account from 
the directory. 
LDAP Port Number: TCP port used to send request to the directory server 
by using LDAP protocol. The default value is 389. 
Secure connection (SSL): That option is to use if the interrogated LDAP 
directory requires a secured SSL connection. 
Search Type: This parameter allows to define the type of search in the 
base: on a level or recursive. 
LDAP Association: this configuration allows defining the association 
between the directory field and the identity tab field of the Calyx Suite 
users. 
Group filter: filter that defines selection criteria of the groups in the 
directory. 
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Get the user list: allows to list the users and/or the groups that correspond 
to the search criteria. 
LDAP Associations: this setting allows defining association between 
directory’s attributes and Calyx Suite user identity fields. 
Actualize database: allows updating the user database. 
 

 
 
Search filter: the search filter lets you define a research ignoring the non 
relevant elements? (Ex: name of the machine), only displaying the 
elements whose name starts with a precise letter. Etc… 
 
User importation from a directory: 

·  Select one of the requesters previously defined in the LDAP 
request directory.  

·  In the upper part of the detailed configuration panel, click on the 
button “Get the user’s list”. The list of the present users in the 
directory, and matching the defined search filter appears in the 
lower part of the detailed configuration panel. 

·  In the detailed configuration panel, select the users that you wish to 
import. 

·  Drag and drop the selected users, on the root of the users’ tree. 
 
Update of the user identity: 
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That functionality concerns the users generated from an Ldap directory. It 
allows updating the information concerning the Identity tab. To perform that 
update: 

·  Select the LDAP requesters that you wish to update or select the 
Ldap root request to update each one of them.  

·  In the contextual menu, select the option “Update the user identity”. 
·  The update of the user’s data is then executed. 

 
Actualize database: 
That functionality permits to synchronise the users list obtained by an 
LDAP requester with the list of the Calyx Suite Users available in the 
NetAdmin console. 
 
Thanks to this functionality: 

·  A user created in the LDAP directory and matching the search 
criteria of the requester will be automatically added to the Calyx 
Suite users Database appearing in the NetAdmin console. 

·  A Calyx Suite user created by importation from an Ldap directory 
and which is deleted from the directory will be deleted at the level 
of the user database and the NetAdmin console. 

 
Besides, that mechanism supports the management of several requesters. 
So, the synchronisation of an LDAP requester has no consequences on the 
user’s importation from an other LDAP requester, neither for those 
imported from a SAM base or created manually. 
 
To perform the database users update:  

·  Select the LDAP requester you wish to update. 
·  In the upper part of the detailed configuration panel, click on get the 

users list. 
·  Put the mouse in the lower part of the detailed configuration panel 

at the level of the obtained users list. 
·  In the contextual menu, select the “Update the user database” 

option. 
·  A message appears signalling the number of users to add and the 

number of users to delete from the NetAdmin console. Click on Yes 
to validate the update or on No to cancel it. 
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·  Select the operations to realize during the actualization and push 

the “OK” button. 
o Check only: show the possible actualization operations 

without realize them. 
o Get rid of the elements which are not any more referenced 

in LDAP: remove in the NetAdmin database the objects 
that have been created during a previous actualization of 
the same requester. 

o Add users referenced in LDAP database and not 
referenced in NetAdmin database: Creates in NetAdmin 
the new users that exist in the directory. 

o Add groups referenced in LDAP database and not 
referenced in NetAdmin database: Creates in NetAdmin 
the new groups that exist in the directory. 

o Indicate only users who are not in the good groups: 
displays the users that are affected in NetAdmin in a 
different group than in the directory. 

o Move users who are not in the good groups: move users 
that are affected in NetAdmin in a different group than in 
the directory. 

o Delete users who are not in the good groups: delete users 
that are affected in NetAdmin in a different group than in 
the directory. This operation removes the concerned users 
and all the badges associated to these users. 
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·  Push “OK” button to finish the Actualization process. 
 

3.6.5 Calyx Suite users exportation 
That functionality permits to export the users from the NetAdmin 
administration console so as to be able to reinsert it in another NetAdmin 
server or to save it in a separated manner from the rest of the database. 

3.6.6 Calyx Suite users importation 
The importation of profiles permits to integrate some Calyx Suite users in 
the users NetAdmin server coming from: 

·  A computer on which Calyx Suite is installed as a single local 
machine. 

·  A save file of the users performed by importation of the database 
through the NetAdmin Console. 

·  A NetAdmin version older than the 4.00 version. 
 
The importation function allows to integrate all or a part of the users 
present in the export file into the NetAdmin server. If a user to import does 
not exist in the NetAdmin server, then he is created and the associated 
badge or fingerprint is allocated to him. If the user to import already exists, 
then his number is added (On condition that the user present in the 
NetAdmin server is not already owner of five badges or fingerprints 
allocated). 
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3.6.7 Displacement of a user 
It is possible to move a user from a group to another inside of the user tree. 
To proceed to such a displacement: 

·  Select the group in which you wish to move the user. 
·  Select the user to move. 
·  Drag and drop the user to the destination group. 

3.6.8 Users rights configuration 
The configuration of the users rights allow the administrator to remotely 
configure the user’s restrictions of the users as well as the different badges 
or fingerprints that are allocated to him. These restrictions are applicable 
for each user or users group. A user can own up to five badges of 
fingerprints. 
 
To access the users rights configurations: 

·  In the user tree, select the group or user that you wish to configure. 
·  In the upper part of the detailed configuration panel, select the 

page you wish to configure. 
 

 
 
Identity tab:  It allows defining the information concerning the user identity. 
The information could be updated from an Ldap directory, on condition that 
this user had been created from it. This tab is not available for the users 
groups. 
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Filter tab: It allows defining the files / directories restrictions and the 
applications assigned to the user or the user group selected. These 
restrictions are not applicable to the Calyx Suite administrators and to the 
Calyx Suite users belonging to a group. For more information, see the 
Calyx Suite Guide. 
 
Options tab: It allows setting up restrictions at the functionality level of the 
operating system to a user or a group of selected users. These restrictions 
are not applicable to the Calyx Suite administrators and to the Calyx Suite 
users belonging to a group. For more information, see the Calyx Suite 
Guide. 
 
Time stamping tab:  It allows limiting the access periods of the user or of a 
user group. That limit is not applicable to the Calyx Suite administrators 
and to the Calyx Suite users belonging to a group. For more information, 
see the Calyx Suite Guide. 
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3.6.9 Management of the user photo 
The Identity page of the users allows you since the version 4.6 to store and 
display of the user’s photo. By default a simple image is added. 

 
The “Import” button allows importing the photo stored in a jpeg, bmp or gif 
file. The “Capture” button starts an interface allowing making the photo 
acquisition from different sources (digital camera, webcam, etc.). 
 
User photo acquisition  

·  In the NetAdmin console, select the user concerned by the photo 
acquisition. 

·  In the detailed configuration panel, click on the “Capture” button of 
Identity page. 

·  The following dialog appears: 
 

 
 

·  Select the type of image’s source: file, TWAIN image or Video for 
Windows image. 

·  After selecting the photo, click on the “Cadrage” button. This button 
allows you resizing the photo. 
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·  With your mouse, move the area in order to centre the user photo 
and click on “Validate”. 

·  Click on “Validate” to save the photo in the database. 
 
User photo importation  

·  In the NetAdmin console, select the user concerned by the 
acquisition of the photo. 

·  In the Detailed configuration panel, press on the “Import” button of 
the Identity page. 

·  The following window appears : 
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·  Select the Image file and press on “Open” to save the photo in the 
database. 

3.6.10 Files / Folders / Applications restrictions 
Tab Filter  of the user or user’s group configuration makes it possible to 
define Calyx SSO files / folders / applications restrictions. The parameter 
settings of these restrictions are carried out through a wizard making it 
possible to define access paths to files, folders or applications. Thus for 
each restriction, this wizard allows the administrator to choose the most 
coherent combination of environment variables with respect to the whole of 
his workstations. 
 
To carry out these parameter settings: 

·  Select tab Filter  of user or user’s group then select tab Folders 
and Files  or tab Applications . 

·  Click on button Add  or Add an application . 
 
If you wish to add an application, the following wi zard will appear: 
 

 
 

·  Select the application you wish to configure in one of the menus 
then click “Next ”. 
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·  Select the access path you wish to use then click “Next ”. 
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·  Click “Finish” to validate the configuration. 
 
If you wish to add a file or a folder, the followin g wizard will appear: 
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·  Select option “Add a folder ”, “Add a file ” or “Add a filter on 
folder ” then click “Next ”. 
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Or 
 

 
 

·  Select the file or folder you wish to lock and the filter format then 
click “Next ”. 
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·  Select the format of the access path you wish to use then click 
“Next”. 

 
·  Define the type of restrictions you wish to affect to the selected file 

or folder then click “Finish”. 
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3.6.11 User badges configuration 
The NetAdmin console allows defining up to 5 badges or fingerprints to a 
single user. These badges can be of the same type or different types. For 
more information about the usable badges types’ configuration, see 
chapter Badge type configuration. 
 

 
 
 
Allocation of a badge/fingerprint to a user: 

·  In the user sub tree, select the Calyx Suite user to whom you wish 
to allocate a badge. 

·  In the upper part of the detailed configuration panel, select the 
Badges configuration Tab. 

·  In the contextual menu (right click), click on New. If your NetAdmin 
console manages the biometric solutions (see chapter Badges 
types configuration), the console will ask you to register a 
fingerprint. If you refuse, or if your NetAdmin console does not 
manages biometric devices, a badge will be required by the 
Software. 

o Insert the badge that you want to allocate to the user. 
Or 

o Register the user fingerprint following the indicated 
procedure. For further information, see the Calyx Suite 
Guide. 

 
Manual allocation of a badge to a user: 
The purpose of this solution is to allow allocation of a badge to a user 
without the administrator being obliged to physically have the badge on the 
NetAdmin console. This method of allocation makes it possible to manually 
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enter the serial number of the badge in the administration console, number 
which will have been read by another person with the Toolbox on one of 
the client stations. For further information about reading of the serial 
number in the Toolbox, see Calyx Suite guide. 
 
To carry out this manual allocation in the NetAdmin console: 

·  In the User sub tree, select Calyx user to whom you wish to affect a 
badge. 

·  In the higher part of the detailed parameter panel, select tab 
Configuration of badges . 

·  In the contextual menu (right button), click on Manual Import . 
 

 
 

·  Enter the serial number of the badge then select the corresponding 
type of badges. 

·  Click OK to validate the operation. 
 
Deletion of a badge/fingerprint allocated to a user : 

·  In the User sub tree, select the Calyx Suite user to whom you wish 
to allocate a badge. 

·  In the upper part of the detailed configuration panel, select the 
Badges Configuration Tab. 

·  In the known badges/fingerprints list, select the one to delete. 
·  Use the Delete key to suppress a badge. 

 
Notice that it is impossible to delete a badge or a fingerprint assigned to a 
user if he only owns one. 
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3.6.12 Period of validity and revocation of badge 
It is possible to define for each badge of each user a period of validity. By 
default, any inserted badge has an unlimited period of validity. To modify 
the period of validity of a badge: 

·  In tab Configuration of badges , select that you wish to configure. 
·  In the contextual menu (right button), click on option Scratch date . 

The following window appears: 
 

 
 

·  Select scratch date in the following calendar   
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3.6.13 Backup of the data stored in the badge 
In their common use, Calyx suite and NetAdmin use the badges as secured 
storage support for confidential information (System credential information, 
Application and Web form credential information, encryption keys, etc…). 
NetAdmin allows the administrator to realize a synchronized backup of the 
data stored in the badges of the users. Activated per station or stations 
group, this feature allows at each modification of the stored data to realize 
a backup on the NetAdmin server. 
 
Activation / deactivation of the badge’s backup 

·  In the sub-tree Station , select the station or the stations group for 
which you want to activate the synchronized backup of the data 
stored in the badges. 

·  In the upper part of the detailed configuration panel, select the 
page Configuration . 

·  In the sub tree Agent\Configuration\Centralized server , define 
the value of the option Activate the automatic backup of badges . 
For more information about the software configuration, please refer 
to the chapter Software configuration. 

 
Restore user’s data in a badge 

·  In the sub tree User , select the use for which you want to restore 
the data stored in badges. 

·  Insert the badge in which you want to restore the data. 
·  In the detailed configuration panel, select the serial number of the 

badge in which the data will be restored. 
·  In the context menu (right click), select the option Restore badge . 
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3.6.14 Users types graphical representation 
In the user tree, the icon preceding the user’s name, allows to simply 
visualise the different users types as well as those who own the console’s 
administration rights. 
 

Simple User without any badge allocated: manually c reated 
user  (see chapter 3.5.2 Add of a user) or imported from a SAM 
Base. Besides, no badge or fingerprint has been allocated to him. 
 
Simple user owning a badge:  imported from a SAM Database or 
manually created user (see chapter 3.5.2 Add of a user). One or 
several badges or fingerprints have been allocated to him. 
 
Ldap user without any badge allocated: user importe d from an 
Ldap directory.  Its existence is synchronisable regarding the Ldap 
directory. Besides, no badge or fingerprint has been allocated to 
him.  
 
Ldap user with a badge allocated: user imported from an Ldap 
directory. Its existence is synchronisable regarding the Ldap 
directory. One or several badges or fingerprints have been 
allocated to him. 
 
NetAdmin administrator:  The badges or fingerprints allocated to 
this type of user allow to be authenticated at the opening of the 
NetAdmin console conditioned by one or more badges or 
fingerprints. For more information, see the chapter Console’s 
authentication mechanism. 
 
NetAdmin user:  The badges or fingerprints allocated to this type of 
user allow to be authenticated at the opening of the NetAdmin 
console conditioned by one or more badges or fingerprints. For 
more information, see the chapter Console’s authentication 
mechanism. 
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3.7 Configuration of the badge’s types 
To be usable in the NetAdmin console, each type of badge has to be 
configured. Besides, the administrator is in charge of the driver’s 
installation of each device. These drivers are available on the Calyx CD in 
the Masters\Divers folder. 
 
The configuration of the badge’s types is performed within the console in 
the following way: 

·  In the badge menu, select the Configuration option. 
 

 
 

·  Select the type of badges you wish to use within the NetAdmin 
administration console. 

 
iKey1000:  USB tokens by Rainbow.  
PC/SC: Smartcards supported by the Calyx Suite whatever is the 
PC/SC reader used. However, the administrator is in charge of the 
installation of the PC/SC drivers. 
PKCS#11:  cryptographic tokens compliant with the PKCS#11 
standard. However, the administrator is in charge of the installation of   
the drivers as well as the CheckPkcs#11 configuration. 
Biometry:  Calyx biometric devices. To be usable, a biometric version 
of Calyx Suite must be installed on the computer on which NetAdmin is 
installed. 
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3.8 Console’s authentication mechanism 
By default, the authentication required at the opening of the console is a 
password authentication. However it is possible to increase the security 
level using a badge authentication or a fingerprint. The different usable 
devices correspond to the configuration of the usable badges in the 
console. For more informations, see chapter Configuration of badge’s 
types. 

3.8.1 Authentication mode configuration 
The definition of a new authentication mode is performed in the NetAdmin 
administration console as follows: 

·  In the Securities menu of the NetAdmin console, select the 
“Administrator identification” option. The following window appears: 

 

 
 

·  In the Authentication type list box, select the authentication mode 
you want to enable. 

 
Administrator password:  the authentication at the opening of the 
console is limited to the entry of a unique password. At least one 
administrator badge is required to the presentation of one of the 
administrators badge or fingerprint. 
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All one administrator badges:  The administrator needs to insert all 
his tokens. 
At least one administrator badge:  The administrator needs to insert 
one of his token. 

3.8.2 Administrator’s password modification 
·  In the Tool menu of the NetAdmin console, select the administrator 

identification option. The following window appears : 
 

 
 

·  In the “type of authentication” list box, select Administrator 
Password. 

·  Define the new password in the text field “Thanks to type the 
administrator password”. 

·  Confirm the new password in the confirmation field.  
·  Validate the modifications by clicking on OK. 
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3.8.3 Definition of a NetAdmin administrator 
A NetAdmin administrator is a Calyx Suite user that can open the 
NetAdmin console on presentation of one of these badges or fingerprints, 
solely or as a complement of the others administrators badges. 
 
The NetAdmin administrator has complete administrator rights. 
 
The definition of a NetAdmin administrator is performed as follows: 

·  In the user tree, select the user that you wish to define as 
NetAdmin administrator. This Calyx Suite user must have at least 
one badge or fingerprint defined. 

·  In the user contextual menu, select “NetAdmin administrator”. 
 

3.8.4 Definition of a NetAdmin user 
A NetAdmin user is a Calyx Suite user that can open the NetAdmin console 
on presentation of one of these badges or fingerprints, solely or as a 
complement of the others administrators badges. 
 
The NetAdmin user has restricted administrator rights. 
 
The definition of a NetAdmin user is performed as follows: 

·  In the user tree, select the user that you wish to define as 
NetAdmin user. This Calyx Suite user must have at least one 
badge or fingerprint defined. 

·  In the user contextual menu, select “NetAdmin user”. 
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3.8.5 Delegation of the administration 
 
The NetAdmin administrator can delegate his administration rights: 

·  Completely to another NetAdmin administrator. 
·  Partially to a NetAdmin user. 

 
The rights limitations of the NetAdmin users are made at 2 levels: 

·  It is possible to limit the list of the operations that the NetAdmin 
user can make. For example, a NetAdmin user can have some 
rights to administrate the users and no right to administrate the 
station. 

·  For each object the tree of the NetAdmin console (user, group of 
users, station, group of stations, requester, encryption key, etc.), it 
is possible to affect some access rights to the different NetAdmin 
user. For example: a NetAdmin user can have full access on a 
group of user, read only on the encryption keys, and no access on 
the whole stations. 

 
Definition of the operations accessible to a NetAdm in user  

·  In the NetAdmin console, select the entry “Security strategy” in the 
“Securities” menu. The following window appears: 

 

 
 

·  In the left part the list of NetAdmin users is displayed. 
·  Select a NetAdmin user. 
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·  In the right part, define the operations that the selected user can 
make. 

·  Repeat the previous operations for each NetAdmin user and press 
on “OK” to close the window. 

 
Definition of the access rights of the NetAdmin use rs to the objects  

·  In the tree of the NetAdmin console, select the object (user, group 
of users, station, group of stations, requester, encryption key, etc.) 
where you want to define access rights to NetAdmin users. 

·  In the context menu of this object (right click), select the option “Set 
Securities”. The following window appears: 

 

 
 

·  The list of the existing NetAdmin users is displayed. Select a user 
in the list. 

·  In the context menu of the selected NetAdmin user (right click), 
define the right to affect: Read only, No access, Full access. 

·  Check the box Apply on child objects if you want to propagate the 
access rights to the child’s objects. 

·  Press on “Validate” to save the modifications. 
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4 NetAdmin Server  

4.1 Generalities 
  
The NetAdmin server is a proprietary server whose task is to ensure the 
communication between the NetAdmin agents installed on the client’s 
workstations and the SQL database. The server and the NetAdmin console 
are thus the only process allowed to access the database consequently 
limiting the diffusion of the access rights to that database. 
 
The NetAdmin Web server and its configuration are reachable from the 
icon of the task bar. 
 
 

 
 
 
The colour of the NetAdmin server icon indicates if it has been successfully 
initialised. The initialisation problems are caused in general by: 

·  A bad configuration of the ODBC links. 
·  The use of the NetAdmin server listening port defined during the 

installation by another application. 
From the icon contextual menu, it is possible to access the NetAdmin Web 
server properties. 

 

NetAdmin Server 
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4.2 Configuration of the ODBC connection  
The connection of the NetAdmin Web server to the database is performed 
through the ODBC links during the installation. The configuration of these 
links can be modified. 

·  In the Windows Control Panel, select Administration tools. 
·  Select the data source (ODBC). 
·  Select the System Data Source Tab. 

 
·  Select and modify the Calyx and CalyxSav sources. 

4.3 Configuration of NetAdmin Server  
The configuration panel of NetAdmin server is reachable from: 

·  The administration console. In the Web server menu, click on the 
configuration option. 

·  The Web server in the Task Bar. In the contextual menu, select the 
properties option and then click on the configuration button. 

 
In case of access through the contextual menu of the icon of the task bar, a 
password authentication is then required to access the server 
configurations. 
 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
101/167 

 
 
The password is the one who restricts the access to the administration 
console. 
 
Configuration panel of the NetAdmin Web Server: 
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Publication’s folder: This folder contains the location on the server’s disk 
of the published folder through NetAdmin Web Server. The set of files and 
folders contained in the tree are reachable via the Web Server. 
Default Index:  this file is the server’s Welcome Page when it is contacted 
through a navigator. 
Communication’s directory: this folder corresponds to the location of the 
shared folder on the server containing the installation programs of the 
different products deployable with NetAdmin.  
Simultaneous connection’s number: this parameter corresponds to the 
number of simultaneous connections that the server can accept at the 
same time. 
Persistence delay:  this delay is the maximum range of time on the 
NetAdmin server. Once this delay expires, the communication is interrupted 
by the server.  
Port:  that value is the port number on which the NetAdmin Web server 
receives the connections queries sent by the agents. The modification of 
the parameters is a delicate manipulation that implies: 

·  The modification of the agent’s deployment so as to install the next 
agents with the right port number. 

·  The reinstallation of the agents already existing so as to keep them 
informed with the next port number. 

Secured port (PKI): Port number used for connections with agents 
supporting communications in mode PKI (requires an Internet Explorer 
version supporting a 128 bits encryption level). The passage of an agent 
from standard mode to PKI mode is carried out automatically after Internet 
Explorer update. 
Lock non-PKI port:  Allows to limit connections only in mode PKI. 
Automatic record of the stations: this parameter allows accepting the 
requests coming from non referenced agents in the database. On its first 
connection, the agent is automatically added in the database and appears 
in the administration console. If that option is not activated, it will be 
necessary to create the station in the NetAdmin console at the “Computer 
groups” tree level so that it was accepted. 
Record errors, record alarms  and record connection attempts  are 
parameters making it possible to generate a certain number of logs. The 
detail of these logs will be approached in following chapters. 
Export public key:  This option makes it possible to export the server’s 
public key in order to provide it during the manual installation of the 
NetAdmin agent. 
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4.4 Start and Stop of NetAdmin Server 
The NetAdmin server starts automatically when the operating system starts 
and is in charge of running permanently. However, it is possible to stop, 
start or reinitialise the server as you wish. It can be done either from the 
contextual menu of the Web server icon in the task bar or from the 
Properties panel, reachable from the contextual menu. 
 

 
 
The Quit button available in the contextual menu and in the properties 
panel allows stopping the Web server completely: stop of the Web service 
and deletion of the icon from the task bar. To make the icon show up, 
execute the Web server  from the NetAdmin sub menu available in the 
Windows Start Menu. 

4.5 Blacklist and Whitelist 
It is possible to configure a list of IP addresses which connection attempt 
will be systematically refused or accepted by the NetAdmin server. That list 
is updated by specifying IP addresses or ranges of IP addresses. 
 
The configuration of the Black List can be made from: 

·  The administration console. In the Web server menu, click on the 
Address List option. 

·  The Web server icon in the task bar. In the contextual menu, select 
the Properties option, and then click on the blacklist button. 
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For each address or ranges, you need to define if it is authorized or 
forbidden. 
 
In case of access via the contextual menu of the server icon in the task bar, 
an authentication by password is required to access the configuration of the 
server’s black list. 
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The password to enter matches the password limiting the access to the 
administration console.  

4.6 Log files of the server events. 
The different event log files of the NetAdmin server are reachable from: 

·  The administration console in the Web server menu. 
·  The Web server icon in the task bar. In the contextual, select le 

Properties option and then click on the log file you want to 
examine. 

 

 
 

In case of access via the contextual menu of the server icon in the task bar, 
an authentication by password is then required to access the server 
configuration. 
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The password to enter matches the password limiting the access to the 
administration console.  

4.6.1 Errors log file 
The error log file contains the list of the errors encountered by the server 
during its execution: initialisation problem, access to the database, etc…  

4.6.2 Alerts log file 
It contains the set of the security alerts emitted by the NetAdmin server. 
These alerts are the connection attempts of the workstation which IP 
address has been disallowed. For more information about the disallowance 
to access the server by IP address, see the chapter Black list. 

4.6.3 Connections log file 
It contains the list of the accepted or refused connections by the NetAdmin 
server. For each connection, the log file provides the date and time of 
connection, the IP address of the client station and if the connection has 
been accepted or refused. 
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5 NetAdmin Agent  

5.1 Generalities 
  
The NetAdmin agent is a service executed on each client station and which 
task is to perform the management of the Calyx products installed on the 
workstation. The agent performs the installations, the updates and the 
uninstallation of the products, their configuration and locally applies the 
policy assigned to the Calyx Suite users.  
 
All these tasks are performed by the agent after it received the orders sent 
via the NetAdmin server. At start of the client station and then periodically, 
the NetAdmin Agent contacts the NetAdmin server. The Agent sends a 
report to the server concerning the state of its configuration (In particular, 
the list of the Calyx products installed locally) and then receives the tasks 
to perform. 
 
Besides, it is possible from the NetAdmin console to wake up one or 
several agents so as to interrupt the waiting. As soon as it starts, the 
NetAdmin agents is listening the port on which it receives the wake up 
order. The value of this port is defined for each workstation or station group 
in the administration console. The default port defined is 1024. As the 
message arrives the agent immediately contacts the NetAdmin server.  
 
By default, the NetAdmin agent is accessible from the icon in the task bar. 
 
 
 

 
 
However it is possible to limit the performable tasks from the icon of the 
agent as well as to hide it completely. 

5.2 Tools and local configuration 
The set of options presented in this chapter can be locked by the Calyx 
Suite administrator from the NetAdmin console. 
From the icon contextual menu in the task bar, it is possible: 

·  To stop the agent. That option stops the agent execution on the 
client station. During the time of the agent stop, no configuration 
and no remote installation can be performed. 

NetAdmin Agent 
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·  To wake up the agent. That option allows the user to wake up the 
agent by himself. This wake up consequently performs an instant 
agent- server communication. 

·  To access the agent properties: 

 
 
The properties panel allows accessing the following options and 
information: 
 

 
 

·  Server:  IP address of the NetAdmin server with which the local 
agent periodically communicates. 

·  Port:  number of the NetAdmin server’s port on which the NetAdmin 
agents periodically connects. 

·  Delay:  indicates the wait delay defined for these agents between 
two agents – server connections. 

·  ID: Identifier on which the workstation is recorded in the stations 
database of the NetAdmin Server. 

·  Connection:  Indicates the date and time of the last communication 
between the NetAdmin agent and its associated server. If no 
communication is indicated, then the agent has not managed to 
contact the server from the start of the client station. 
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·  Wake up : Allows to wake up the agent manually and to interrupt 
the periodic wait between to agent – server connections. After 
communication, the agent falls asleep for a complete period. 

·  Stop:  Allows stopping the agent’s execution. 
·  Tracks:  That tool allows displaying the actions and 

communications in real time performed by the agent. In particular, it 
allows analysing the incidents and errors emitted by the agent. 
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·  Configuration:  Allows modifying the main parameters of the 
agent. 

 

 
 

 
o Use a server name/Use a server IP:  Allows modifying the 

name/address of the NetAdmin server to contact. A 
modification of this parameter requires a restart of the 
agent. 

o Server port : Allows modifying the port of the NetAdmin 
server on which the agent must connect it. A modification 
of this parameter requires a restart of the agent.  

o Listening port:  Allows defining the port of the agent wake 
up. The agent is listening on the port and waiting for a 
wake up message coming from the NetAdmin console. A 
modification of this parameter requires the agent restart. 

o Time-Out:  Delay of the agent sleep between two agents –
server communications. 

o Enable tracks in a file:  Allows defining a local log file on 
the client station.  
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The set of these parameters is definable for each station or station group at 
the level of the administration console. 

5.3 Agent wakeup from the console 
The administrator can need to realize a wakeup of the NetAdmin agent in 
order to send new configuration or to receive updated information without 
waiting the end of the delay. 
 
The administration console allows the administrators realizing the 
operation. 

5.3.1 Agent wakeup 
·  In the NetAdmin console, select in the tree Stations the station or 

the group to wakeup. 
·  In the context menu (right click), select the entry Wakeup agents . 
·  The NetAdmin agent is notified by the console that it needs to 

wakeup randomly in the sent delay. For more information on delay 
definition, please refer to the chapter Definition of the wakeup 
delay. 

 
The NetAdmin console makes the wakeup by contacting the workstation 
though the following way: 

·  Address resolution process (DNS, WINS, etc.) in order to obtain 
the current IP address of the workstation. 

·  If the resolution operation fails, the console uses the last known IP 
address. 

·  Connections try on this address and on the port defined in the 
NetAdmin agent configuration. 

5.3.2 Definition of the wakeup delay 
The consequence of the use of the wakeup function on stations groups is 
to synchronize the wakeup time of these stations. In order to limit that, it is 
possible to define a delay while the awake stations will be wakeup 
randomly. 
 
The configuration of this feature is made as follow: 

·  In the Tools  menu, select the entry Wakeup agent options.  
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·  Activate the check box Wake-up Agent Temporization and define 
the value of the temporization. Click Ok to validate. 

5.3.3 Agent wakeup window 
The NetAdmin console offers an interface allowing to follow the wakeup 
operations on the workstations. This interface, named Agent wakeup 
window  allows to know in real time the list of the workstations where the 
wakeup order has already been sent and these where the wakeup sent fail. 
 

 
 
By clicking on the cross at the right top, the interface is closed but the 
sending operations of the wakeup order continue. 
By clicking on Cancel, the window is closed and the sending operations of 
the wakeup order are cancelled. 
 
The access to this agent wakeup window cans be made by 2 different 
ways: 

·  Wake up on stations’ group. 
·  In the View menu, use of the entry Agent wakeup window.  
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5.4 Non permanent network connection 
The NetAdmin agent detects the activation of the network connection. At 
each detection, the NetAdmin agent wakes up immediately and connects to 
the NetAdmin server. 
 
This feature ensures that there is a periodical connection of the NetAdmin 
agent to the server even if the agent is installed on a laptop that uses only 
a RTC connection. 

5.5 Centralised configuration of the agent 
The configuration of the NetAdmin agent can be remotely performed via the 
NetAdmin Console for each station or group of station. These 
configurations are applied on the client station on each wake up of the 
agents. 
 
To set up or modify these policies: 

·  In the “Computer groups” tree of the NetAdmin console, select the 
station or group of stations to configure. 

·  In the upper part of the detailed configuration panel, select the 
Configuration tab. 

·  In the list of the available programs, select Agent . 
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·  Make sure that the station or the selected group does not inherit 

from his parent group. If the agent configurations are inherited, 
then the icon preceding it is the following: .  
To change the inheritance state, use the contextual menu after 
having selected software. 

 
 

·  For each one of the branches of the agent’s configuration (User, 
Parameters, Log file, Options, Deployment), define in the lower part 
of the detailed configuration panel. 

 
o User 
 

 
 

-Allow the agent’s stop: Permits to stop the agent from 
the NetAdmin agent icon. 
-Allow the agent’s wake up:  Permits to wake up the 
agents manually from the agent icon on the client station.  
-Allow display of the server’s window: Permits to access 
the agent’s configuration panel on the client station. 
-Enable agent configuration : lets you access the 
configuration from the icon of the agent on the client 
station. 

 
o Parameter settings 
 

 
 

- Range of server’s consulting: Wait delay between two 
agents – server communications. That range is defined in 
seconds. 
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- Listening local port:  Agent’s wake up port. 
 

o Log files 
 

 
 

- Enable Log file:  Activates the creation of an activity log 
file of the agent on the client station. 
- Maximum number of entries in the trace window: 
allows restricting the number of tracks reachable in the 
tracks tool of NetAdmin Agent.  
- Name of the Log file:  Definition of the storage file name. 

 
o Options 
 

 
 

- Contextual menu in the task bar:  Allows the access to 
the icon of NetAdmin agent and to its options.  
- Display the icon in the task bar:  Displays or hides the 
NetAdmin agent icon in the task bar. 

 
o Deployment 
 

 
 

Installation’s Account: allows the NetAdmin agent to get 
back the installation programs of the products via a shared 
resource. 

 
·  In the list of the available applications, select Installer  and then the 

Configuration  sub menu. 
·  In the lower part of the detailed configuration panel, define the 

Network resource on which the NetAdmin agent will get the 
installation programs of the different software to install. 
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That resource can be on the will of the administrator, a shared 
resource (UNC Path or Network drive), a Web resource 
(http://servername/ressource) or an FTP resource. 

5.6 Configuration of the agent’s deployment 
The deployment configuration of the NetAdmin agent allows defining the 
parameters of installation for each station or station group. 
 
The set up of these installation policies are done by the following way: 

·  In the tree “Computer groups” , select the station or group that 
you wish to configure. 

·  In the upper part of the detailed configuration panel, select the 
Deployment Configuration  tab. 

·  In the list of the available applications, select NetAdmin . 
 

 
 

·  Make sure that the station or the selected group does not inherit 
from the agent configuration or from its parent group. If these 
configurations of deployment are inherited, then the icon preceding 
it is the following: .  
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To change the inheritance state, use the contextual menu after you 
have selected software. 
 

 
 
 

·  For each branch of the agent deployment configuration 
(Installation, Installation Folders, Agent’s configuration), define it in 
the lower part of the detailed configuration panel. 

 
o Installation 
 

 
 

- Command line: installation command used by the agent 
to perform the installation.  
- Type of installation:  definition of the installation task to 
perform (Installation/Update, Locking or complete 
uninstallation). 
 

 
o Installation folder 
 

 
 
- Installation program’s folder:  is the folder in which the 
agent will be installed on the workstation or the 
workstation’s group.  It is possible to use environment 
variable to define path. 

 
o Agent’s configuration 
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- Listening port:  port used by NetAdmin agent for the 
reception of instant wake up messages sent by the 
administration console. 
- Server’s address:  IP address of the NetAdmin server. 
- Server’s port:  port of the server on which the agents will 
connect to after the installation. 
- Server’s secured port:  secured port of the server on 
which the agents will connect to after the installation. 

5.7 Agent deployment 
The deployment of the agent on a station or a station group can be done in 
a different way: auto-installation and manual installation. 
 
Whatever is the selected installation method, it is first recommended to do 
it on the following configurations: 

·  Filling of the “Computer groups”  tree. The importation of the 
stations is particularly necessary in case of auto installation. 

·  Definition of the NetAdmin Agent’s configuration. 
·  Definition of the agent’s deployment configuration. 
·  Use of the following installation methods : 

 

5.7.1 Auto-installation 
The auto-installation mechanism is useful for the remote stations running 
on Windows NT4, Windows 2000 and Windows XP, provided that the 
administrative shares are always available on the stations and that we own 
an administration account allowing sharing it. This administration account 
must be used to open the session in which the NetAdmin console is used. 
 
That method can also be used with computers running on Windows 95, 
Windows 98 and Windows Me on condition that the client’s stations have 
activated the remote administration tools. 
 

·  In the tree, select the station or the station group on which you wish 
to install the NetAdmin agent. 

·  In the contextual menu, select the auto installation option. The 
following window appears : 
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·  Define an administration account that allows accessing the 
services management of the remote machine. 

·  Define the access path to the installation program of the NetAdmin 
agent. 

·  Validate and start le agent’s deployment just clicking on Install . 

5.7.2 Manual Installation 
It is possible to perform a manual installation of the NetAdmin agent 
executing the installation program on each client station. 
The installation program is downloadable on the NetAdmin Web server:  

·  Connecting on the home page of the Web Server. 
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·  Accessing it via a shared resource. 
 
This installation program is reachable via: 

·  A shared resource. 
·  An FTP resource. 
·  E-mail box. 

In each case, the method implies that the installation program was 
executed on the remote station by a user owning the local administration 
rights. (Manual execution, via a script login). 

5.7.3 Customised Installation package 
The creation of a customised installation package aims at obtaining a 
stealth installation program containing the set of the required deployment 
parameters. Thus the user running this program will not have any 
information to define, the installation will be totally automatic. 
 
As the customised installation package is generated, an administration 
account of the domain is required. This account will be integrated in an 
encrypted way in the package to perform the installation of the NetAdmin 
agent with the satisfying administration rights. 
 
After the successful installation with the customised package, the new 
station appears automatically in the NetAdmin console. It is affected by 
default to the root of the group used by the administrator to generate the 
customised package. 
 
The installation agent from a package is performed by the following way: 

·  Execution of the installation package. 
·  Automatic decompression of the package. 
·  If the connected user is administrator, then the execution of the 

installation program is performed in stealth mode. 
·  If the connected user is not administrator, then the execution of the 

installation program in stealth mode in the context of the 
administration account integrated to the package. 

 
A customised installation package can be easily integrated in a login script, 
the user rights opening the session having no interest if we integrate an 
administration account of the domain. 
 
Creation of a customised installation package: 

·  In the tree select the station or group of stations to which you wish 
to generate a customised installation package. The parameters 
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previously defined in the Deployment Configuration  tab (upper 
part of the detailed configuration panel) will be integrated in the 
package. 

·  In the contextual menu, select the Create an installation package  
option. The following window appears : 
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·  Define the set of required parameters for the generation of a 
customised installation package : 

o Account:  this account will be integrated in an encrypted 
way in the installation program of the agent. It aims at 
solving the problems of user’s rights during a manual 
installation (example: installation via a login script). 

o Archive:  location and name of the installation package that 
will be generated. 

o Local path to the Module Installer:  path to the installer 
module that will be integrated in the package. The Installer 
module is in charge of the stealth execution of the 
installation package and the definition of the necessary 
user context. By default, Installer is set in the installation 
folder of the NetAdmin console. 

o Include the Master:  a customised installation package can 
contain or not the installation program.  
If the master is included, the installation package is 
completely autonomous: it contains the installation 
program, the installation configuration, an administration 
account. Its size is 1.5 Mo. 
If the Master is not included, the installation package will 
use the access path during its execution to download the 
installation program. Its size is 140 Ko. 

·  Network path to the master: access path to the 
installation program of the NetAdmin agent. This path must 
be a Network access path; in particular in the case of an 
installation package creation that does not contain the 
installation program of the agent. 

 
·  Get the customised installation program and be sure of its diffusion 

(login script, shared resource, Web or FTP resource, e-mail box, 
etc…). 
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5.8 Uninstallation of NetAdmin Agent 

5.8.1 Uninstallation from the NetAdmin console 
·  In the tree “Computer groups” , select the station or group of 

station for which you wish to uninstall the agent. 
·  In the upper part of the detailed configuration panel, select the 

Deployment Configuration  tab. 
·  In the NetAdmin sub tree, chose the Installation  menu. The 

following options appear in the lower part of the detailed 
configuration panel. 

 

 
 

·  Make sure that the configurations are not inherited from the parent 
group. 

·  Double click on type of installation, the following window appears : 

 
 

·  Select Uninstall all in the list box and validate the modification.  
 
On the next Agent-server connection, NetAdmin agent uninstall itself. 

5.8.2 Uninstallation of the client workstation 
NetAdmin agent can be uninstalled directly from the client station. For that; 

·  Open the add/remove program files  in the Windows control 
panel.  

·  Select the NetAdmin agent  entry. 
·  Click on Delete. 

 
That manual uninstallation requires that the connected user owns the 
administration rights of the client station. 
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5.9 Update of NetAdmin Agent 
The deployment of a NetAdmin agent update is automatic as soon as a 
new version of the agent is available in the NetAdmin server and that the 
deployment configuration or group station is fixed by Installation / Update. 
 
For more information about the settings of the deployment configuration, 
see chapter Agent’s deployment configuration. 
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6 Software deployment  

6.1 Generalities 
This chapter presents the deployment on the client stations of the Calyx 
products supported by the NetAdmin software. 
 
After the installation of the server and the agent deployment, it is possible 
for the administrator to set up a deployment policy of the Calyx products on 
one or more stations of the Network. 

6.2 Planning of deployment 
·  Choose the installation frame. It is important to define the number 

of stations on which one or several products will be installed, so as 
to easily scale the products deployment in time across the Network. 

 
·  Choose the best moment in the day to launch the deployment of 

the products. This deployment consists in the download of multiple 
installation programs across the Network. Thus the bandwidth 
limits the capacity of simultaneous installations. A massive 
deployment on a short period can have negative effects on the 
Network efficiency. 

 
·  Choose the different points and methods of download of the 

products to deploy. It might possible for each stations or group of 
stations to define some different download points. The interest of 
this functionality is to limit the traffic generated by the multiple 
installation on the inter sites defining a local download point for 
each remote sites. Thus the installation programs are 
systematically collected by the agents on the local Network. 
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6.3 Deployment configuration 
The deployment configuration of the Calyx products is performed through 
the NetAdmin console. It can be configured for each station or station 
group through the “Computer groups”  tree. 
 

·  In the “Computer groups”  tree select the station or group of 
stations for which you wish to define the configuration parameters.  

 
·  In the upper part of the detailed configuration panel, select the 

Deployment Configuration  tab. 

 
 
The lower part of the detailed configuration panel displays for each 
entry of the upper part, the different customisable options. 

 
·  Define the inheritance state of the parameters. By default, a station 

or a group of stations inherits his deployment configurations from 
its parent group. The inheritance is defined for each product. Thus 
it is possible to inherit the deployment configuration from the 
NetAdmin agent but to break that inheritance for Calyx Suite.  
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If a station or a group of stations inherits: 
o The configurations of deployment are not modifiable. 
o The lower part of the detailed configuration panel is 

greyed. 
o The icon located in front of the product that inherits the 

configuration in the upper part of the detailed configuration 
panel is the following: .  

 
·  If the deployment configuration does not inherits from the parent 

group, then define the set of deployment parameters concerning 
the products to install. 

 
·  In the upper part of the detailed configuration panel, select the 

Configuration  tab. 
 

·  In Install\Configuration, define the folder of the installation program. 

 
 
That location can either be a network disk, a UNC path or an URL. 

 
·  Make sure that the location defined at the previous point exists and 

that it is accessible thanks to the account defined by Agent / 
Configuration / Deployment. 
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·  In the upper part of the detailed configuration panel, select the 

Deployment Configuration  tab. 
 

·  In the entry Installation  of the product to deploy, set the Type of 
installation  to Installation / Update. At the next wake up of the 
NetAdmin agents concerned by the deployment, the products 
installation will be executed. 

 
NB:  for any extra information concerning the options of deployment and 
installation of the different Calyx products, see the installation guide and 
administration of these products. 
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7 Software configuration  

7.1 Generalities 
This chapter presents how to use the software to remotely configure the 
Calyx Suite products installed on the client stations. To perform these 
remote tasks, it is necessary to have the NetAdmin agent installed and 
configured as well as to have deployed the NetAdmin agent. 
 
Each Calyx products is delivered with a guide of installation and 
administration presenting in a detailed way each options and functionalities 
of these software.  
 
This chapter presents the solutions of remote management brought by 
NetAdmin. For more information concerning the functionalities and options 
of this software, see their guides. 

7.2 Definition of the software configurations 
The configuration tab in the upper part of the detailed configuration panel 
as well as the corresponding options in the lower part of the detailed 
configuration panel allows you to define the policies concerning the 
administrable Calyx products thanks to NetAdmin. 
 

·  In the “Computer groups”  tree, select the station or group of 
stations for which you wish to modify the configuration policies for 
one or several software. 

 
·  In the upper part of the detailed configuration panel, select the 

Configuration  tab. 
 

·  Select the software for which you want to modify the configuration 
policy. Click on the    preceding the software’s name to display its 
different option categories. 
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·  Define the inheritance state of the parameters. By default, a station 
or a group of station inherits its configurations from his parent 
group. The inheritance is defined for each product. So, it is possible 
to inherit the NetAdmin agent’s configurations for the NetAdmin 
agent but to break this inheritance for Calyx Suite.  
 
If Station or a group of stations inherits: 

o The configurations are not modifiable. 
o The lower part of the detailed configuration panel is 

greyed. 
o The icon located in front of the entries of the product that 

inherits the configurations from the upper part of the 
detailed configuration panel is the following: .  

 
·  If the deployment configurations are not inherited from the parent 

group, define the set of products deployment parameters to install. 
For more information about the configuration options of Calyx 
Suite, see the guides of the different products. 
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7.3 Installation of the Web filtering module 
 

This functionality makes it possible to the administrator to remotely install 
the Web filtering module on a station or a group of stations. 
 
To carry out this operation: 

·  In the tree structure Stations , select the station or group of stations 
where you wish to install or uninstall the Web filtering module. 

·  Select tab Configuration , then submenu Web. 
·  In submenu Web, select Configuration . 
·  Check option Install Web filtering . 

 

7.4 Application of the policies  
Once the installation of the NetAdmin server and its console is done, and 
after the deployment of the NetAdmin agent and Calyx products on the 
client stations, it is possible to remotely deploy the configuration policies of 
this software. 
 

·  From the NetAdmin administration console, the software policies 
are defined and stored in NetAdmin server database. 

 
·  As the agents connect to the NetAdmin server, it indicates the list 

of the Calyx Suite applications installed and administrable by the 
server through NetAdmin. 

 
·  The NetAdmin server provides the policy to apply for each Calyx 

Suite application available on the client station and administrable 
with NetAdmin. If the agent could not connect to the NetAdmin 
server, it then re-applies to the managed applications the policies 
received during the last successful connection to the server. 

 
·  The NetAdmin server transmits the list of Calyx Suite applications 

to install, update or uninstall. 
 

·  The NetAdmin agent performs the installation tasks, update and 
uninstallation specified by the server.  

 
·  In case of error during the start of the policies, and during the 

installation, update or uninstallation, a report is sent by the agent 
toward NetAdmin server. These reports are available in the 
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NetAdmin console. For more information, concerning the log files, 
see chapter Reports generated by the agents. 
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8 User deployment  

8.1 Generalities 
The user deployment allows defining which station or group of stations, a 
user or a group of users can use to log on. 
 
The NetAdmin console offers two deployment methods to the administrator 
fro the users: 

·  Static method: it consists in the use of the NetAdmin console to 
define the stations or group of stations on which users will be able 
to connect. 

 
·  Dynamic method: it consists in downloading the connected user 

profile from an Ldap directory as the session opens.  

8.2 Static management of the user 
The static management of the Calyx Suite users is performed by the 
NetAdmin console. 
 

·  In the “Computer groups” tree, select the station or the group of 
stations on which you wish to deploy a user or a group of user. 

 
·  In the Users  tree, select the user or the group of user to deploy.  
 
·  Drag and drop the user or the group of users to deploy on the 

target station or group of stations. 
 
The user deployment will be effective on the stations after the next agent – 
NetAdmin server communication.  
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8.3 Dynamic management of user 

8.3.1 Global operation 
That method of management of the Calyx Suite users lays on the use of an 
Ldap directory and uniquely on the stations for which the configuration 
allows the dynamic management of the Calyx Suite users. 
 
During the session opening, the NetAdmin agents connects to the directory 
and downloads on the client station all the information of identification and 
the set of badges and fingerprints of the user (this information is available 
in the directory). 
The NetAdmin agent indicates in the database, through the Web Server, 
the fact that this user is now deployed on that station. In the NetAdmin 
console, the user appears deployed as it had been done manually. 
 
If the user of one or more badges is deleted from the Calyx Suite database 
located on the NetAdmin server, then the changes are spread to the 
stations on which the user has already been connected. 

8.3.2 Modification of the LDAP directory 
The use of the dynamic management of the Calyx Suite users requires 
adding an object in the directory’s schema at the user level and the 
allocation of this object to the users. 
 

·  If the used directory is an « Active Directory », add or modify the 
following value in the registry base. 
In the Key:   

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servic
es\NTDS\Parameters 

DWORD Value: 
“Schema Update Allowed”  must be different of  0. 

 
·  Connect to the directory schema by using an account owning the 

administration rights of the schema. For Active Directory, the 
access path is the following : 

 
 cn=schema;cn=configuration;<ActiveDirectory> 
 
·  Add a new object whose characteristics are the following : 

 Class :                attributSchema 
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cn:                     cdc-fingerprint-001 
oMSyntax :         4   
lDAPDisplayName : cdcfingerprint001 
isSingleValued :  FALSE  
attributSyntax :   2.5.5.10 
attributID :            

 1.2.840.113556.1.4.7000.233.28688.28684.8.353575.847541.3929
37.858723.001 

 
·  In the schema, select the User object and add a mayContain  

attribute containing the cdcfingerprint001 value. 

8.3.3 Configuration of the user management type 
The choice of use of a static or dynamic management of the Calyx Suite 
users is to configure for each station or group of stations. Besides, it is 
necessary to define the directory that will be used by the stations to 
download the profiles. These configurations are performed by the following 
way: 
 

·  In the “Computer groups”  tree, select the station or group of 
stations for which you wish to modify the configuration. 

 
·  In the upper rapt of the detailed configuration panel, select the 

Configuration  tab. 
 

·  In Agent , Configuration , select the Directory  entry. 
 

·  In the upper part of the detailed configuration panel, define the 
options linked to the dynamic management of the Calyx Suite 
users. 

o Allow the download of the profiles: enables the dynamic 
management of the Calyx Suite users on that station or 
group of stations. 

o Access parameters to the directory:  define the set of 
access parameters to the directory that will use the stations 
to dynamically download the Calyx Suite users. 

8.3.4 Exportation of the users in the directory 
To be able to download a user from the Ldap directory, it is necessary that 
the information of profiles is available in the directory.  
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The exportation of this information is done by the user or user group and 
must be done again on each changes of configuration (modification of 
restrictions, add or removal of a badge or fingerprint belonging to a user). 
 
  



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
137/167 

9 Centralized management of 
confidential information 

9.1 Generalities 
In their traditional operation, Calyx Suite and NetAdmin use badges as 
protected storage supports of confidential information (connection system 
information, applicative and Web authentication information, encryption 
keys, etc…). 
 
NetAdmin offers the administrator a second operating mode which consists 
in storing the whole of the confidential information in the NetAdmin server 
and in temporarily transmitting them on the workstation after user 
authentication using his badge. 
 
Principal interests of this second method are as follows: 

·  Support of types of badges on which it is impossible to record 
information (Example: ASK public transport card, French Health 
Professional Card, etc…) 

·  Faster adaptation to owner’s badges used by new customers. 
·  Possibility of reallocating confidential data towards a new badge in 

case of loss or of stole. 
·  No diffusion of confidential information in the event of loss or of 

stole of badges. Indeed no information is stored there. 
·  Greater flexibility in use and greater mobility for users using 

biometric devices. When those change their password, this 
modification is reflected not locally but in the NetAdmin data base. 

 

9.2 Principle of operation 
·  A user wishes to connect on a client workstation on which he is 

authorized to reach. He inserts his badge or presents his 
fingerprint. 

·  In the case of a biometric system, he enters his username. 

·  He enters his PIN. 

·  Agent transmits to the NetAdmin server an authentication request 
from the user. 
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·  In the event of acceptance, the NetAdmin server transmits 
confidential information package to agent who store it encrypted 
locally. 

·  In the event of modification of one of data by the user, agent 
transmits modifications to the NetAdmin server. If network 
communication is stopped, he preserves the modification to 
transmit it later. 

·  A local mask containing confidential information of X last users can 
be preserved on stations in order to allow an operation in degraded 
mode (no network connection between client and server). 

 

9.3 Software configuration 
The operation in centralized mode requires a NetAdmin server installation 
in version 4.50 or higher and workstations where Calyx Suite in version 5.7 
or higher is installed. No specific components installation is necessary. 
 
The difference in operation with centralized mode and storage mode on the 
badges is carried out on the level of the NetAdmin agent parameter setting. 
Thus, it is possible to have a part of the whole of the stations functioning in 
centralized mode and the second part in standard mode. 
 
To set up or modify these policies: 

·  In the NetAdmin console, select in the tree structure “Computer 
groups”  the station or group of stations to parameter. 

·  In the higher part of the detailed parameter setting panel, select 
Configuration  tab. 
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In the list of the available applications, select Agent . 
·  Ensure you that the selected station or group does not inherit the 

agent configurations or of its relative group. If the agent 
configurations are inherited, then the icon placed in front of those is 
as follows: . 
To change the state of heritage, use the contextual menu after 
having selected software. 

·  Select the submenu Centralized server. 
·  In the lower part of the detailed parameter setting panel, double-

click on Activate the centralized management for the badges . 
·  Activate or deactivate the option. 

 
The parameter setting will be taken into account with the next restarting of 
the considered stations. 
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9.4 Configuration of the user’s data 

9.4.1 Configuration on the stations 
On the stations, the whole of the interfaces allowing the parameter settings 
of the badges contents make it possible to the user to modify the data 
stored on the server in central mode. 
 
For more information about the interfaces on the stations, see the Calyx 
Suite administration guide. 

9.4.2 Configuration since the NetAdmin console 
From the console, it is possible for the administrator to modify confidential 
information stored in the server for each user. 
 
To carry out this operation: 

·  In the NetAdmin console, select in the tree structure Users  the 
user to parameter. 

·  In the higher part of the detailed parameter setting panel, select tab 
Configuration of badges . 

·  In the list of badges, click right button and select Connection 
information in the contextual menu. 

·  Modify user’s connection information then click OK to validate. 

9.4.3 PIN configuration 
 

 In centralized mode, the PIN is single for the whole of the badges of 
a same user. 
 
This PIN is checked by the NetAdmin server during each request for 
confidential information coming from a station. 
 
This PIN can be changed either from the station (For more information 
about the interfaces on the station, see the Calyx Suite administration 
guide), or since the NetAdmin console. 
 

 In centralized mode, if the user changes his PIN on the workstation 
through the Toolbox or Utility modules, it is necessary to restart the 
computer to consider the new PIN of centralized management. 
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 When the workstation is not connected to the network, if the user 
tries to change his PIN several times consecutively, only the first change of 
PIN is accepted. 
 

 If the workstation is not connected to the network and a user with 
several badges changes the PIN on the first of them, all the other badges 
continue to function with the old PIN until the next connection to the 
NetAdmin server. 
 
 
To carry out this operation: 

·  In the NetAdmin console, select in the tree structure Users  the 
user to parameter. 

·  In the contextual menu (right click), select the entry Fix the PIN for 
centralized data of badges . 

 

 
 

·  Modify the value of the PIN then click OK to validate. 
 
 

 If the administrator would like to fix the PIN of the badges for the 
centralized data management since the NetAdmin console, this should be 
done with the users’ creation. 
 
If a change of PIN in the NetAdmin console is carried out later and the 
badge was already used and configured by the user, this change will cause 
the complete reset of all the badges of this user. 
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10 Management of encryption 
keys  

The NetAdmin console allows managing the encryption keys of Calyx 
Crypto in a centralised manner.  
 
The generation of encryption keys in the badges is performed with SetBox 
from Calyx Crypto. That application is installed on the whole set of 
machines on which Calyx Crypto is installed. 
 
Through the NetAdmin console, it is possible to read the keys available on 
the inserted token and to store them securely in the NetAdmin database.  
 
The NetAdmin console allows to allocate some encryption keys to the 
Calyx Suite users and to deploy their badges remotely. 
 

10.1 Importation of encryption keys 
The importation of encryption keys in the NetAdmin server is done in the 
console by collecting those stored in the inserted token’s memory.  

·  Select the root of “Encryption key” in the. 
·  In the contextual menu, select the “New Key” entry. 
·  The following windows appear asking for the insertion a token. 
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·  Once the token is inserted, enter its PIN code : 
 

 
 

·  The encryption keys read from the badge are stored in an 
encrypted manner on the NetAdmin server and appear in the 
“Encryption Key” tree of the console’s tree. 

 

 

10.2 Deletion of encryption key 
It is possible to definitely delete the encryption keys from the key database 
of the NetAdmin server. To do so: 
 

·  In the “Encryption Key” tree, select the key you wish to delete from 
the server. 

·  In the contextual menu, select the “Delete” entry. The key is 
deleted from the encrypted key database of the NetAdmin server. 
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10.3 Allocation of a key to a user 
It is possible to allocate an encryption key to a Calyx Suite user without his 
badge thanks to the NetAdmin console. 
 
Once the encryption key is allocated and the client stations are aware of 
the fact that some changes have to be performed for a defined user (at 
start of the agent), the insertion of a badge will cause an automatic update 
of the encryption keys that are stored on it. 
 
The assignment of an encryption key is performed by the following way:  

·  In the Users  tree, select the user or group of user to who you wish 
a key to be allocated.  

 
·  In the encryption key  tree, select the encryption key to deploy. 

 
 
·  Drag and drop the encryption key on the defined user or user 

group. 
 

It is possible to display which encryption keys have been allocated to a 
user. For that, select the user in the user tree, the list of keys allocated 
automatically appears in the lower part of the detailed configuration panel. 
 

10.4 Dissociation of an encryption key 
·  In the user tree, select the user to who you wish to withdraw a key. 
·  In the lower part of the detailed configuration panel, select the key 

you want to withdraw from the user. 
·  In the contextual menu, select the « Delete » entry. 
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11 Applications management 

11.1 Administration of Calyx SSO before 
version 6.0 

For previous versions of Calyx SSO, the configuration of the applications is 
realized through the standard interfaces of Calyx SSO. 
 
These interfaces generate complete configuration files (containing a set of 
applications defined on the workstation) named skappcon.cfg. This file is 
located in the system directory. 
The deployment of this configuration file is made by NetAdmin. The 
configuration of this deployment is made per station or stations’ group as 
follow: 

·  In the NetAdmin console, select in the tree Stations  the station or 
the station’ group to configure. 

·  In the upper part of the detailed configuration panel, select the 
page Configuration . 

·  Select the software Application  and import the configuration file 
skappcon.cfg in the option Configuration file . 

11.2 Administration of Calyx SSO since 
version 6.0 

11.2.1 Overview 
Since the version 6.0 of Calyx SSO, it is possible in NetAdmin to manage 
the applications and the password strategies independently. It also 
possible: 

·  To realize the apprenticeship of the application directly in the 
NetAdmin console. 

·  To import applications globally and not just for a station or stations 
group. 

·  To copy one application from an application group to another 
without recreate completely the configuration file on a workstation. 

11.2.2 Creation of an applications configuration 
A configuration is a set of applications for which the authentication is 
managed by Calyx SSO. An applications configuration corresponds to an 
applications group that will be affected to a station or a group of stations. 
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The creation of the application configuration is realized as follow: 

·  In the tree Application , select the entry New of the context menu. 
·  A new configuration appears. 
·  Enter the name of the applications configuration. 

11.2.3 Application configuration importation 
The creation of an applications configuration can be realized by using the 
Calyx SSO tools of management of the authentication. These tools 
generate in the system directory of the workstations a file named 
hqappconfig.cfg. This file corresponds to an applications configuration. 
 
The importation of the applications configuration file is realized as follow: 

·  Copy the hqappconfig.cfg file in a directory accessible from the 
NetAdmin console. 

·  In the tree Applications , select the entry Import  of the context 
menu. 

 

 
 

·  Select the file to import and click on Open. 
·  The application configuration appears with the name “Imported 

applications 1”. 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
147/167 

11.2.4 Rename an applications configuration 
Rename an application configuration is realized as follow: 

·  In the sub tree Application , select the configuration that you want 
to rename. 

·  In the context menu, select the entry Rename. 
·  The application configuration appears. 
·  Enter the new name of the configuration and validate. 

11.2.5 Remove an application configuration 
Remove an application configuration is realized as follow: 

·  In the sub tree Application , select the configuration that you want 
to rename. 

·  In the context menu, select the entry Remove . 
·  The following message appears. 

 

 
 

·  Click on Yes to confirm or on No to cancel. 

11.2.6 Edit an application configuration 
Editing an application configuration allows the administrator to realize the 
modifications of the managed applications. The edition is made through an 
identical edition tool than in Calyx SSO. For more information concerning 
the configuration of the applications, please report to the chapter 
Application management of the Calyx Suite manual. 
 
Editing an application configuration is realized as follow: 

·  In the sub tree Application , select the configuration to edit. 
·  In the context menu, select the entry Edit  or double-click on the 

selected application configuration. 
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11.2.7 Copy an application in another configuration  
·  In the sub tree Application , select the configuration that contains 

the application to copy. 
·  In the bottom of the detailed configuration panel, select the 

application to copy. 
·  Drag and drop the application in the application configuration 

located in the tree and in which you want to copy the selected 
applications. 

11.2.8 Delete an application in a configuration 
·  In the sub tree Application , select the configuration that contains 

the application to delete. 
·  In the bottom of the detailed configuration panel, select the 

application to delete. 
·  In the context menu (right click), select the entry Delete. 

11.2.9 Affectation of an application configuration 
The application configurations are used to realize some groups of 
applications in order to affect them more easily on the workstation. 
 
A station or a group of stations can have only one applications 
configuration. 
 
This affectation of an application configuration is made as follow: 

·  In the sub tree Application , select the configuration that contains 
the application to affect. 

·  Drag and drop the application on the station or the group of 
stations where it will be affected. 

11.2.10 Deaffectation of an application configurati on 
The de-affectation of a configuration allows removing the Calyx SSO 
configuration of the applications included in the configuration from the 
defined stations or the group of stations. 
 
This de-affectation can be made by 2 ways: 

·  De-affectation of the configuration on a station or a group: 
o In the sub-tree Stations , select the group or the station 

concerned by the de-affectation. 
o Select the configuration of applications affected to the 

stations or the group. 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
149/167 

o In the context menu (right click), select the entry Delete. 
The following window appears: 

 

 
 

o Click on Yes to delete the affectation or on No to cancel 
the operation. 

·  De-affectation of the configuration on “Computer groups” and all 
the stations: 

o In the sub tree Application , select the configuration to 
remove on all groups and stations. 

o In the context menu, select the entry Delete from all 
stations . The following window appears: 

 

 
 

o Click on Yes to remove the affectation or on No to cancel 
the operation. 
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12 Reports and log management 

12.1 Overview 
The NetAdmin server receives and stores some various type of reports 
information. This information can be sorted in 3 categories: 
  

·  Installation reports: these reports are generated by the NetAdmin 
agents and allow the administrator verifying if the installation 
operations are successful. 

·  Events logs: These logs are generated by the installed Calyx 
products on the different managed stations. 

·  Administration logs: this category allows the administrator 
controlling the actions made by the other NetAdmin administrator 
and the NetAdmin users. The whole administration operations 
made through the NetAdmin console have been logged. 

·  An alert mechanism: it allows sending messages to the 
administrators in case of events opposite to the security strategy. 
These alerts can be sent in SMTP mode or in SNMP mode. 

12.2 Displaying logs and reports 

12.2.1 Visualization per station 
The logs and reports sent by each station can be display directly by 
selecting the tab “Reports” and “Logs” of the station in the detailed 
configuration panel. 

12.2.2 Global visualization 
An interface of global visualization allows consulting the whole reports 
generated on the different stations. It is available by selecting the Entry 
Reports  in the view Display . 
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This interface allows showing the whole reports generated on the 
workstations. However, it is possible to realize a report filtering as follow: 

·  Display only the errors reports. 
·  Display only the not read reports. 

12.3 Logs analysis tool 

12.3.1 Overview 
The NetAdmin console integrates a log analysis tool with a list pre-defined 
request. Each request can be configured at the generation of the report. 
This personalisation allows the user to define filters on the executed 
requests. It allows for example to realize a report concerning a specific part 
on the managed stations. 
 

 
 
The result of the request is shown as a graphical report. The displayed 
format of the graphical report is defined by the user and can be modified at 
any moment. The available choices are: 

·  Pie 
·  3D Pie 
·  Bar 
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·  3D Bar 
·  Detailed list of the elements found by the request 

 
The log analyse tool is available from the Tools menu when you select the 
entry “Reports”. 
 

 
 
The available reports are the following: 

·  Number of entries in Database:  display the number of objects 
stored in the database sorted by type. 

·  Stations / Installations report: display the number of managed 
stations and the number of stations where is installed each 
products. 

·  Number of software per stations: display per software the 
number of stations where the software is installed. 

·  Number of stations without software: display per software the 
number of stations where it is not installed. 

·  Agent last connection list: display the list of the stations with the 
date of the last connection of each of them. 

·  Badge type report: display for each type of badge, the number of 
managed badges in the console. 

·  Badge state report: display the number of revoked, activated or 
expired badges. 

·  Badge list: display the detailed list of managed badges in the 
NetAdmin console. 
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·  Out of date badge list: display the detailed list of the out of date 
badges. 

·  Revoked badges list: display the detailed list of the revoked 
badges. 

·  Active badge list: display the detailed list of the activate badges. 
·  Access control logs:  display the detailed list of the connection 

tries of the users on the stations. 
·  Top 10 of users realizing connection attempts: display the list of 

the 10 users that have made to most important number of 
connection tries on the stations. 

·  Top 10 of stations where are realized connection at tempts: 
display the list of the 10 stations where is made the most important 
number of connection tries. 

·  Top 10 of users connecting on Web:  display the list of the 10 
users that have made to most important number of connection tries 
on Internet. 

·  Top 10 of visited sites:  display the list of the 10 most visited Web 
sites. 

·  Visited Web site list: display the detailed list of the visited Web 
sites. 

 

12.3.2 How to use report filter 
The filter report allows the administrator limiting the number of elements 
used to generate the report. For example: it allows the administrator to limit 
the report Stations / Installations to a specific group of stations. 
 
At each generation of a report where the data can be filtered, the following 
window appears: 
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·  In the list of fields, select the data that you want to filter. 
·  Select the type of filter (Is equal, Is less than, Is greater than). 
·  Define or select the comparison value in the list box. If the value is 

a generic value (using wildcard like * or ?), check the box “Use 
wildcard search”. 

·  Press on the “Add” button to add the defined sentence in the filter. 
·  You can complete the filter by selecting one of the operator (“And” 

or “Or”) and defining new sentence. 
·  When the filter defined, press on “OK” to generate the report. 

12.4 Analyse of the administrator logs 

12.4.1 Overview 
The NetAdmin console logs the whole administration operations made by 
the NetAdmin administrator and the NetAdmin users. If the administration is 
delegated, the NetAdmin console allows the central administrators of the 
company checking the operations realized by the NetAdmin users. 
 
The whole following action are logged: 

·  Create an object 
·  Rename an object 
·  Remove an object 
·  Move an object 
·  Affect an object to another 
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·  De affect an object to another 
 
The existing objects in the NetAdmin console are the following: 

·  Stations and group of stations 
·  Users and group of users 
·  SAMP and LDAP requesters 
·  Logs and reports 
·  Scripts 
·  Tokens 
·  Encryption keys 

 
Each entry is completed with the date and the name of the NetAdmin 
administrator or user who has made the operation. 
 
The interface of administrator logs displaying is available by selecting the 
entry “Admin logs” in the “Securities” menu of the NetAdmin console. 
 

 
 

This interface presents a filter system that allows limiting the list of 
displayed logs. 
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12.4.2 Displaying administrator logs 
·  Open the interface of administrator log management (Admin logs 

entry in the Securities menu of the NetAdmin console). 
·  In the action filter, select the types of actions that you want to 

display. 
·  In the object filter, select the types of objects concerned by the 

search. It is possible to make an object filter by name (by using the 
wildcards * and ?). 

·  In the date filter, define temporal limits to the search. 
·  Press on “Apply filter / Actualize” to start the search. 

 
 
It is possible de realize some key words search in the result of the request: 

·  Enter the text to search in the box “Find text in list” and define if the 
text is sensitive (check box “Match case”). 

·  Press on “Find / Find next”. 

12.4.3 Export administrator logs 
The results of a search can be export in csv format. Press on “Export” 
button and define the name of the export file. 

12.4.4 Delete administrator logs 
The “Purge” button allows deleting the administrator logs. The access to 
the feature could be forbidden to the NetAdmin users. 

12.5 Store and delete logs 

12.5.1 Management of the received logs 
The received logs and reports by the NetAdmin server are stored directly in 
the database. In order to store these information in a better format, the 
NetAdmin server analyse and store each line of the received logs in a table 
dedicated to each type of logs. 
 
The logs operation can be activate or deactivated. This setting is 
accessible in the NetAdmin console by selecting the entry “Log processing 
and automatic flush” in the Tools menu. 
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12.5.2 Manual deletion of logs and reports 
This tool allows removing logs and reports stored in the NetAdmin 
database. The logs selection is made by type of logs and reports and by 
date. 
All selected logs and reports generated before the indicated date are 
removed of the database. 
To access to the logs and reports deletion tool, select the entries “Flush 
logs” and “Flush reports” in the Tools menu. 
 

 

12.5.3 Automatic deletion of logs and reports 
The NetAdmin server allows deleting automatically the older logs and 
rapports. The setting of this feature can be made by type of logs or reports 
and by date. 
This setting is accessible in the NetAdmin console by selecting the entry 
“Log processing and automatic flush" in the Tools menu. 
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12.6 Alerts system 

12.6.1 Overview 
The NetAdmin alerts system allows sending messages to the 
administrators in case of events opposite to the security strategy. These 
alerts can be sent through 2 ways: 

·  Sending the message in SMTP (mail) by defining the address of 
the mail server and the addresses of the displayed sender and of 
the recipient. It is possible to define also if the message is sent in 
plain text mode or in HTML mode. 

·  Sending the message in SNMP mode by defining the address of 
the server. 

 
This configuration of the sending mode is defined per station or group of 
stations.  
 
These alerts allow: 

·  To announce all uninstallation of Calyx Suite realized from the Add 
/ Remove Programmes interface on the workstation. 

·  To send all messages appearing in the Trace window of the agent. 
This feature allows the administrator to analyse the incident of the 
NetAdmin agent without going directly on the workstation. 

12.6.2 Alerts activation 
Each alert is activated independently of the others and per station or per 
groups. 
 
To activate or deactivate an alert, proceed as follow: 

·  In the sub tree Computer Groups , select the station or the group 
on which you want to modify the alerts activation. 

·  In the upper part of the detailed configuration panel, select the 
page Configuration . 

·  Select the entry Agent\Configuration\Alerts . 
·  In the bottom of the detailed configuration panel, define the 

activation station of each alert. For more information concerning 
the configuration of the software options, please refer to the 
chapter Definition of the software configurations.  
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12.6.3 Definition of the sending mode 
The sending mode is defined per station or group of stations. 
 
To define the sending mode, proceed as follow: 

·  In the sub tree Computer Groups , select the station or the group 
on which you want to modify the activation of the alerts. 

·  In the upper part of the detailed configuration panel, select the 
page Configuration . 

·  Select the entry Agent\Configuration\Alerts\SMTP  or SNMP. 
·  In the bottom of the detailed configuration panel, define the 

activation station of each alert. For more information concerning 
the configuration of the software options, please refer to the 
chapter Definition of the software configurations.  

 
SNMP configuration: 
 

 
 

·  Enable SNMP alerts: activate SNMP mode 
·  SNMP console address: IP address where the messages are sent. 
·  SNMP console port: SNMP port of the server where the messages 

are sent. 
 
SMTP configuration: 
 

 
 

·  Enable SMTP alerts: activate SMTP mode for the station or group 
of stations.  

·  Plain text mode: allows to send the message in plain text mode. 
Receiver email: mail address of the recipient. 

·  Sender email: mail address that displayed as sender. 
·  SMTP server address: IP address of the mail server 
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12.6.4 Integrated SNMP trap 
The NetAdmin console has its own SNMP trap allowing to show directly the 
received alerts. It is particularly interesting in case of analyse of incidents 
on a NetAdmin agent as described before. 

 
The access to this interface is made by selecting the entry SNMP trap 
entry  in the Tools  menu. 
 

 
 
In order to reduce the volume of the displayed information, it is possible to 
define filters on station name or particular event. This filter can include 
some wildcards (as “*” or “?”). 
 
The sent of SNMP alerts on the console trap requires the sent by the 
workstations of the packets on the console. The configuration of the 
stations will be made by using the IP address of the console and the port 
number 162. For more information on agent SNMP configuration, please 
refer to the chapter Definition of the sending mode. 
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13 Tools and utilities 

13.1 Save and restoration of the database 
The NetAdmin console offers as a standard, a save tool of the database. 
That tool allows doing some punctual save of the set of configurations of 
the stations and users. 
 
This tools of saving and restoration is particularly interesting in case of use 
of an MSDE database since it is provided without nay administration tool. 
 
Besides, a save of a NetAdmin/MSDE database can be restored in an SQL 
server database. 
 
However, the save of an MSDE database through the NetAdmin console 
requires the NetAdmin console and the MSDE database to be installed on 
the same workstation. 
 
To perform a save or a restoration of the database: 

·  In the Tools  menu of the NetAdmin console, select the Save 
database  or Restore Database  option. 

·  Define the path of save of the database on the disk. 
·  At the end of the save and restore tasks, a report is generated in txt 

format. 
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13.2 NetAdmin tables and external tools 

13.2.1 External log analyse tools 
The Calyx Suite logs received by the NetAdmin server are stored in tables 
dedicated to each type of logs in the database. The structure of these 
tables and the format of the stored data allow external tool for logs analyse 
and correlation accessing to the data. 
 
The structure of the logs tables is the following: 
 

 
The ACCESSCONTROLLOGS table stores the logs linked to the access 
control to the workstations. 
The WEBLOGS table stores the logs linked to the Internet access control. 

13.2.2 Token graphical customisation 
The CardFive table of the NetAdmin database displays some user data 
(first name, last name, photo, serial number of the tokens) under a simple 
format that can be used by an external tool for graphical customisation of 
token. This data can be printed on the smartcard of the user. 
 

 



                                                                    Administration guide  

CalyxSuite is a registered trademark of 
OÏKIALOG SAS                                                    version 5.0                                        Page 
164/167 

13.3 Search tool in the database 
This tool allows making the search of users, groups and stations in the 
database. This tool finds objects and gives the place where it is inserted in 
the station tree or the user tree. 
 
To use this search tool, click on « Search » in the Edit menu. 
 

 

13.4 Notifications options 

13.4.1 Overview 
A notification system allows the administrator to be noticed that a new 
station has been added in the database or that a new report is arrived. 

13.4.2 Configuration 
The configuration of this notification system cans be made by selecting the 
entry Notifications  in the Tools  menu. 
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It is possible to notify either: 

·  Add of a new station. 
·  Creation of a new report. 

 
The notification can be made either: 

·  Immediately 
·  Periodically every x minutes. 

 
The visual notification can be completed with a sound notification to define 
in wav format. 

13.5 Badges identification  
That utility allows defining the owner of a badge, a fingerprint or smart card.  
 

·  In the badge menu of the NetAdmin console, select the entry 
« Authenticate a badge ». 

 
·  Insert the badge to authenticate. 
 
·  The NetAdmin console then presents the user name and to whom 

the badge has been assigned if this one is known or has not been 
allocated. 
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13.6 Badges configuration  
The configuration of badges and fingerprints is done from the Toolbox 
available in the NetAdmin console. That Toolbox allows configuring and 
managing the different types of Calyx badges. 
 
To use the Toolbox: 

·  In the badge menu of the NetAdmin console, select the entry 
« Configure a badge ». 

·  The selection window of the type of badge to configure then 
appears : 

 
 

·  The list of reader’s type available depends on the configuration of 
the types of readers supported by the NetAdmin console. For more 
information, see chapter Configuration of badges types. 

·  After the selection of the type of badge to configure, the Toolbox 
then appears : 

 
For more information concerning the functionalities of Toolbox, see the 
Calyx Suite guide. 
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14 Legal disclaimer 
 
Any reproduction of this manual and the software described therein is subject to 
copyright law. According to this law, the present manual or modules of the 
NetAdmin software cannot be copied, in whole or in part, without the written 
agreement of the distributor putting the software on the market. The legally 
allowed back-up copy of the software will be created on the buyer’s sole 
responsibility. Any other reproduction is prohibited. The NetAdmin software is 
subject of trademark, procedures and patent registrations. Although the modules 
composing NetAdmin have been tested, the distributor and the editor disclaim all 
warranties, express or implied, for these programs, their quality, performances or 
capacity to meet the requirements of any application whatsoever. Therefore, the 
programs are sold ‘as is’ and the buyer supports all risks concerning their quality 
or functioning. 
 
The distributor or editor cannot be held liable for any possible direct or indirect 
prejudices of any kind whatsoever resulting from a faulty program or manual, even 
if they have been advised of such a prejudice. In particular, the distributor or 
editor cannot be held liable for any data or programs saved or exploited by 
NetAdmin, or on the workstation where the NetAdmin software is installed, 
including the costs for recovering or reproduction of such data or programs. No 
oral or written declaration of the distributor or the editor or any member of their 
staff will give rise to any additional warranty or extension of the existing 
warranties. The buyer is entitled to the legal warranty, and only when applicable, 
notwithstanding any limitation or exclusion thereto. 


